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Abstract—Massive data generated by mobile terminals in edge

computing brings new data security threats to data access control.

However, previous access control strategies have deficiencies, i.e.,
coarse-graininess and poor flexibility, which cannot meet the
requirements of secure data access to support various mobile edge
computing applications. To overcome these shortcomings, in this

paper, a Blockchain based Multi-layer Access Control mechanis-

m, named BMAC, is proposed. Specifically, each resource data
is assigned a security level. Then, an InfoMap based algorithm
is developed to achieve credibility based users grouping. Next, a

multi-blockchain is designed, based on which a flexible and fine-
grained trusted data access control mechanism is established.

The experiment results show that the BMAC scheme has better
performance in terms of processing efficiency, throughput, CPU

utilization, and latency.

Index Terms—Mobile edge computing, Access control,

Blockchain

I. INTRODUCTION

As an extension of mobile cloud computing [1], Mobile
Edge Computing (MEC) [2], [3] has advantages in location
awareness, mobile support, low latency, and decentralized

computation, which makes it more applicable for complex

network infrastructures rather than traditional ones supported
by cloud computing [4]. Due to above reasons, MEC can be

applied to a variety of fields such as intelligent transportation,

smart cities, augmented reality/virtual reality, and real-time big

data analysis [5]-[7].

With the rapid development of MEC technologies, the

massive data generated by mobile terminals [8] in MEC has

brought new security threats to data access such as data
leakage, unauthorized access, and so on. However, the existing
access control strategies suffer from both coarse-graininess and

poor flexibility, for which they cannot meet the requirements
of secure data access in mobile edge computing [9].
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To solve the data security problem during the data access
process to enhance the confidentiality and integrity of data
in MEC, a Blockchain based Multi-layer Access Control
mechanism (BMAC) is proposed. The main contributions of
this work include:

o To realize fine-grained data security protection, the se-
curity level based data classification scheme is proposed
according to the sensitivity, importance, and change im-
pact of the data.

o To accomplish the credibility based users grouping, the
InfoMap algorithm is employed for grouping accuracy
improvement.

o To achieve flexible and fine-grained data access control,
a blockchain based multi-layer access control mechanism
is developed.

o Experimental results show that the BMAC scheme has
better performance in terms of processing efficiency,
throughput, CPU utilization, and latency.

II. RELATED WORK

The majority of traditional access control strategies are cen-
tralized ones, which cannot meet the requirements of data se-
curity in distributed manner. To realize a flexible, efficient, and
secure data access control, researchers combine blockchain
technologies with existing access control mechanisms, and
propose plenty of excellent strategies.

Maesa et al. [10] apply blockchain technology to an access
control system for the first time. They deployed the access
control strategy to the Bitcoin blockchain to realize the transfer
of permissions between users. Ouaddah et al. [11] proposed a
new anonymous and privacy-protected access control frame-
work (FairAccess) to prevent user privacy from leaking and
use the consistency of blockchain technology to manage access
control. Ding et al. [12] combines traditional attribute-based
access control with blockchain technology to prevent data
from being tampered with and ensure data security in the
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IoT environment. Xu et al. [13] Xu proposed a blockchain-
based distributed access control system (BlendCAC) to provide
distributed, fine-grained, and lightweight access control man-
agement for IoT systems. Wang et al. [14] combines attribute-
based encryption technology with decentralized storage and
uses the distributed nature of the Ethereum blockchain to
solve the problem of traditional cloud storage failures and
achieve fine-grained access control to data. Literature [15]
proposes a completely distributed dynamic access control
based on blockchain, which uses machine learning algorithms
to dynamically adjust and optimize access security policies
to meet the security and privacy requirements in the IoT
environment. Literature [16] proposes a secure access control
system based on blockchain, which uses matching to achieve
hierarchical access so that users in ICN can share secure
data. Ma et al. [17] proposed a distributed key management
mechanism based on blockchain, running multiple blockchains
in the cloud to achieve cross-domain access, and introducing
multiple permission distribution and group access modes to
enhance scalability.

Although existing research results can provide a certain
degree of security for resource data, these solutions lack
flexibility and cannot meet the multiple security needs of
users for resource data access in different service scenarios in
mobile edge computing. Therefore, it is necessary to design
a dynamic, accurate, and fine-grained security access control
mechanism to enhance the security of user data under mobile
edge computing.

III. SYSTEM MODEL

In this article, by applying blockchain technology to the
access control mechanism under mobile edge computing, a
hierarchical access control mechanism based on blockchain is
proposed. The system model is shown in Figure 1, including
three parts: edge area, edge gateway, and blockchain. In
general, because of the characteristics of multiple edge regions
in mobile edge computing, the blockchain is built into a
distributed server, and the data resources and users of each
region are stored on the blockchain in layers to realize the
domain availability. Simple resource access between trust and
domain. In this article, we use Fabric to build a multi-layer
blockchain. The edge area includes user and resource data in
the domain and is managed by the edge gateway.

1) Edge area layer: There are multiple edge areas dis-
tributed in the mobile edge computing architecture. Each
edge area serves as a single trust domain, and there are
corresponding user and resource data in the domain. For
each edge area, we group and classify users and resource
data in the domain, and combine blockchain technology
to maintain a blockchain in each area. Users in the
domain send access requests through the blockchain to
obtain resources, which is convenient for users in the
domain share data resources.

2) Edge gateway layer: First of all, as a bridge between
users and the blockchain, it can group users and resource
data in the domain into the blockchain after grouping

BlockChain

HeHeH)
(P HH )

Edge Gateway
7

Edge Area

Fig. 1. System model.

or hierarchical processing for subsequent access by
users. In this paper, we assume that all edge gateways
are trusted. It mainly implements the following two
functions: hierarchical processing of resource data in the
domain and group users in the domain.

The edge gateway provides a data-sharing platform for
users in the domain, where users in the domain can
register on the platform according to their attributes so
that they can subsequently access resource data in the
domain. After the user is registered, the edge gateway
mainly implements two functions. One is to sort and
upload resource data to the corresponding level chain;
the other is to group registered users and join the
corresponding level chain.

For the access request of a user outside the domain,
when the user registers, first determine whether the
user’s area is recognized by itself. If it is, then judge
whether it meets the requirements of the data to be
accessed according to the user’s attributes. If it is, add
the user outside the domain to the level chain where the
corresponding resource is located, and set the effective
access time.

3) Blockchain layer: For the resource data and users that
have been classified and grouped, the edge gateway
deploys the resource data and users to the correspond-
ing level of the blockchain according to the level. At
the same time, the access strategy is deployed on the
blockchain in the form of smart contracts to perform
relevant Access control. The blockchain mainly imple-
ments the following functions: hierarchical storage of
resource data, hierarchical management of users, and
user access management based on attributes.

IV. BLOCKCHAIN BASED MULTI-LAYER ACCESS
CONTROL MECHANISM (BMAC)

By using blockchain technology, a layered access control
mechanism based on blockchain is proposed. In this mecha-
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nism, first, the edge gateway divides the resource data in the
domain into different levels in terms of sensitivity, importance,
and change impact according to the data classification strategy.
Secondly, the edge gateway divides users in the domain into
groups with different credibility according to the user grouping
strategy based on the InfoMap algorithm. Third, based on
the Fabric blockchain, a multi-level blockchain structure is
designed, and combined with data classification and user
grouping, different levels of resource data and different groups
of users are put into different levels of blockchain. Finally,
based on the above scheme, a fine-grained access control
scheme based on user attributes is proposed, and the user’s
access request is further evaluated according to the user
attributes to realize a dynamic and credible access control
mechanism.

A. Data classification strategy

According to the data’s attributes, the data owner classifies
the data in the same edge area from three indicators: sensitiv-
ity, importance, and change.

1) Sensitivity(S): Divided into non-sensitive data (S7), or-
dinary sensitive data (S2), confidential data (S3), and
restrict access to the user’s identity level based on
sensitivity. For example, in a university environment,
confidential data (S3) can only be accessed by professors
and associate professors.

2) Importance(I): It is divided into unimportant (I7), gener-
ally important (/2), and very important (/3). Importance
represents the impact of data leakage on the data owner.
For example, generally important (I2) indicates that the
data may contain data that cannot independently identify
the data owner, while very important (/3) indicates that
the data may contain data that can be precisely defined
to the data owner. Once the data is leaked, the individual
will be leaked. privacy.

3) Change(C): It is divided into no impact(CI), general
(C2), and important (C3). The impact of change de-
termines the impact of unexpected changes to the data
owner. For example, if a malicious user updates or
deletes a certain piece of data, this will cause confusion
to the data owner and other users. The more important
the data, the more important it is to prevent malicious
users from changing the data.

According to the above three indicators, we divide the data
level (DL) from low to high into level 0, level 1, and level 2.

B. User grouping strategy based on InfoMap algorithm

The idea of InfoMap is, from the perspective of information
theory, by constructing node occurrence probability and group
jump probability, a random walk on the graph is performed
to generate the sequence, and then the sequence is coded
hierarchically to minimize the length of the code to complete
the aggregation class. Assuming that there are any two nodes
t;,t; in an undirected weight graph G, the weight of the edge
between the two nodes is expressed as wy, ¢, (the weight
in this article represents the similarity of the access data
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Algorithm 1 Data classification algorithm
Input: Data data_1 ={S, I, C}
Output: Data level DL
1 if (S = S3&&I = I3)||(S =
I13&&C = C3) then
2: DL=2;
3. else if S = S1&&I = I1)]|(S = S1&&C = C1)||( =
11&&C = C1) then
4: DL=0;
5: elseDL=1;
6: end if

S3&&C = C3)||(I =

preference between users), but 7;_, is connected to node ¢;

the set of all nodes, then the transition probability of node

t; arrival &5 is py—e, = ﬁ and the occurrence
teT;

probability of node t; is pr, = Y. pipt—t,. If the graph

teT;—,

G is divided into Z groups, the group jump probability is

qr(n) = Dt;Pt;—t;-Combined with the infor-

t;€F(n),t;¢F(n)
mation entropy theory, the average bit L(Z) can be calculated

as follows:

)+ Y Prmy=Hprm) (D

n=1

L(Z) = g H(Q

T
Among them, g\, = qr(n) Tepresents the total proba-

n=1
bility of entering the group, and H (Q) represents the shortest
average code length of entering the group, which can be
calculated as follows:

T

= (army/ar) oglarmy fars) @)

n=1

H(Q) =

Prnyz = dF(n)\ T z% )pt represents the probability of
teF(n

a random worker in group F'(n) and H(pg(y)) represents the
shortest average code length of the node in the corresponding
group F'(n), Both can be calculated as follows:

H(pF(n)) =- (qF(n)/PF(n)zﬁ) log (qF(n)/pF(n)zj)
- 2 (v/rroe)tos (b1 /rronz)

teF(n)

3)
Model definition: We construct a network topology map
based on the similarity of access data preferences between
users and group users under the constraints of using credit. The
user’s access data preference attribute set includes the level
of access data, access frequency, etc. the access preference
similarity APS(a,b) between user a and user b can be

calculated as follows:

|AF; N AF}|

A @)

APS(a,b) = % Z
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Among them, AF! and AF} are the attributes sets corre-
sponding to user a and user b when the data level is i, and
AF} is the attribute union set between user a and user b when
the data level is i. m is the total number of categories of the
data level.

Map users into nodes and all users form a node-set v. If
the similarity of access preferences between two nodes is
greater than the set threshold, an edge is established between
the corresponding nodes, and all edges constitute an edge
set. All nodes and edges constitute an unauthorized network
topology graph. The similarity of nodes is represented by the
different weights of edges in the network topology. The lower
the similarity, the smaller the edge weight.

In a weighted network topology graph constructed accord-
ing to the similarity of user access preferences, nodes represent
users, and the weight on each edge is expressed as the
similarity of access preferences between two users. To improve
the credibility of user groups, we consider user credit as a
constraint condition and further adjust the division of user
groups. When user node a is assigned to the group F'(n).

1) When there is currently only one user node b in the

group, the constraint conditions are defined as follows:

[RZ™ — R = M (5)

where R;“"™ and R;“™ are the credit values of user a
and user b, respectively, and A is the threshold value of
the credit difference between the two user nodes.

2) There are currently multiple user nodes in the group
F(n), then the constraint conditions are defined as
follows:

k
1 sum
Ao = ; R; ©)

where R7“™ is the credit value of the jth user node in
group F'(n) and k is the total number of user nodes in
group F(n).

Implementation process: Next, the user grouping process
based on the InfoMap algorithm is introduced. The algorithm
can automatically determine the number of user groups by
analyzing the weighted network topology. The steps are as
follows:

1) Initialize user nodes and treat each user node as an

independent group;

2) Randomly sample a sequence of user nodes in the graph;

3) Try to assign each user node to the group of the

neighboring user node in order, calculate the average
bit value L(Z), and assign the group with the largest
decrease in L(Z) value to the user node; if the value of
L(Z) is greater than the current value, then the group
of the user node remains unchanged;

4) Determine whether the credit constraints of the group are
met, if the constraints are met, update the grouping of the
group, otherwise keep the original grouping unchanged;
Repeat steps 2, 3, and 4 until the value of L(Z) no
longer decreases and the grouping result no longer
changes.

5

~

Initialize the data
node

.

Randomly sample a
sequence

v

Move the data node to the

group where the neighbor
data node is located, and
calculate the L(Z) value

A 4

Keep the grouping of
the data node
unchanged

Does the L(Z) value
decrease the most?

Assign the user node to the
group of the neighboring user
node

|

Update the group of
this data node

Has the grouping of all user
nodes changed?

Fig. 2. Implementation process of user grouping.

The implementation process of this process is shown in
Figure 2.

C. Multi-layer blockchain structure based on Fabric

1) Multi-layer blockchain: For the resource data of users in
the same area, according to the results of the data classification
strategy and the user grouping strategy, we use the multi-
channel feature of Fabric to design different levels of channels
as the corresponding 07, 17, and 72" Level chain and store
the user group and resource data of the corresponding level in
the blockchain for subsequent resource access.

The first is data classification. To ensure data security and
effectively isolate different levels of data, the edge gateway
will only store different levels of data in the domain in the
chain of the corresponding level, and users in the chain can
access resources.

Then there are the users. Figure 3 is a user architecture
based on a multi-layer blockchain. The edge gateway divides
the multi-organization users in the domain into user groups
with three security levels: LO, L1, and L2 according to the user
grouping strategy. Each security level has multiple user groups.
Then add users to the corresponding level chain according
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Fig. 3. User architecture based on multi-layer blockchain.

to the user group security level. Among them, a user with a
higher user group level can join a chain less than or equal to
the group level. For example, if the user group level is "L17,
the user will be added to the level chain of ”0” and ’1”. This
can effectively distinguish user groups of different security
levels, limit the level of data they can access, and achieve the
purpose of ensuring data security.

2) Access strategy: Access Policy (AP) provides services
for user access on the blockchain in the form of smart
contracts. Combined with the ABAB model, the access s-
trategy is defined as follows: AP = {UA,DA,O,,TA},
UA = {IDu,UOTg,Ugg(k)} represents the user’s basic at-
tribute set, ID, is the user identifier, U,., represents the
organization to which user u belongs, and U gG( ) Tepresents
user u in the subgroup SG(k) with security level i, DA =
{IDg,Dorg, Dgi} represents Is the data attribute set, 1Dy
is the data identification, D,,., represents the organization to
which the data belongs, Dg; represents the level corresponding
to the data; O, is the result of the access request permission,
the value ”’1” indicates that access is allowed, the value 70"
Reject the user’s access request; 7T'A represents the effective
access time, and the T'A value determines the effective time
for the user to access the resource data. Once the effective
access time is exceeded, the user needs to send a resource
access request again.

3) Implementation process: The whole implementation
process mainly includes two parts. Each part is described in
detail as follows:

(1) Access strategy formulation

The edge gateway of each edge area develops an access
strategy for the resource data in the area and then uploads it
to the blockchain. First, the edge gateway formulates access
policies based on the data resources and user attributes in the
area, and defines them from four aspects: UA,DA,O,andT A;
then, the edge gateway uploads the relevant access policies to
different levels of blockchain.

-

(2) Access control enforcement

The implementation process of access control is shown in
Figure 5. When a user in the chain wants to access certain
resource data on the chain, the user will initiate an attribute-
based resource access request. After receiving the access
request of the user on the chain, the smart contract for access
verification is called. According to user attributes and resource
data attributes, evaluate the resource access requests of users
on the chain according to the access policy (AP), and verify
whether the user attributes to match the access policy. If
the user’s attributes match the access policy (AP) and the
value of O, is 1, the verification is passed and the user’s
resource access request is allowed; otherwise, a negative result

is returned to the user.

User BlockChain
|

Edge Gateway

Formula access policy(AP) <

Upload AP

Attribute-based resource request

<

Call the corresponding AP

Verify that user attribute match
and O, value

N\

Allow user to access or return a
negative result

Fig. 4. Implementation process of access control.

V. SIMULATION VERIFICATION AND ANALYSIS

We use the virtual machine VMware Workstation Pro 15 to
install the Ubuntu system and build the Hyperledger Fabric
1.4.3 platform in this system. Table 1 shows the relevant
parameter configuration of the experiment.

TABLE I
EXPERIMENT RELATED CONFIGURATION
oS Ubuntu 16.04
node v12.13.0
golang v1.15.1
docker v19.03.12
docker-compose v1.26.2

In BMAC, we designed a triple-chain structure based on the
Hyperledger Fabric blockchain and evaluated the performance
of single-chain and multi-chain structures in terms of through-
put, CPU utilization, and latency. The experimental results are
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shown in Figure 5-7. From the experimental results, it can be
found that the multi-chain structure is better than the single-
chain structure in terms of throughput, CPU utilization, and
latency. For example, in terms of throughput, the multi-chain
structure is nearly twice that of the single-chain structure. In
terms of utilization, the multi-chain structure is also about 4%
higher than the single-chain structure.
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Fig. 5. Throughput.
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Fig. 6. CPU utilization.

The reasons for the above results are as follows. The multi-
chain structure can be regarded as a distributed access control
system. Different levels of resource data and users are put
into the corresponding level of the blockchain. That is, at
the same time, every time all chains can perform data access
operations without interfering with each other, thereby im-
proving the throughput and CPU utilization of the blockchain
system. Besides, we also compared the time it takes to process
different numbers of access requests at the same time. The
experimental results are shown in Figure 8. As the number
of access requests continues to increase at the same time, the
average processing time decreases and stabilizes. , That is, the
multi-chain structure can handle different numbers of access
requests well.
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Fig. 8. Average processing time under different numbers of access requests.

VI. CONCLUSION

To ameliorate the security threats of the data access process
for mobile edge computing and solve the shortcomings of the
existing access control strategies such as poor flexibility and
coarse granularity, we propose a blockchain-based multi-layer
access control mechanism (BMAC) in this paper. Specifically,
each resource data is assigned a security level. Then, an
InfoMap based algorithm is developed to achieve credibility
based users grouping. Next, a multi-blockchain is designed,
based on which a flexible and fine- grained trusted data access
control mechanism is established. The experiment results show
that the BMAC scheme has better performance in terms of
processing efficiency, throughput, CPU utilization, and latency.
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