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Abstract—With the development of Internet of Things (IoT)
technologies, the mobile crowdsourcing has become the most
effective and reliable method for data collection and processing.
However, as huge amounts of data are generated in mobile
crowdsourcing services, data privacy and security has become
a key challenge for IoT. To address this challenge, a Cross-
Blockchain based Distributed mobile Crowdsourcing System,
named CBDCS, is proposed in this paper. In CBDCS, to overcome
the privacy leakage problem caused by a single-point failure,
the blockchain is used as a crowdsourcing task server, based
on which an improved multi-subchain structure is designed.
Then, based on multi-subchain, a task hierarchical storage
mechanism is proposed, which stores different levels of tasks
in corresponding subchains to improve privacy protection. In
addition, CBDCS meet the demands of workers for tasks through
a cross-subchain mechanism based on root&sub CA and smart
contracts, while guaranteeing data privacy. Extensive simulation
results demonstrate that the CBDCS can obtain high throughput,
low overhead, and data privacy under various IoT scenarios.

Index Terms—Blockchain, Cross-subchain, Mobile Crowdsour-
ing, Internet of Things.

I. INTRODUCTION

With the rapid development of advanced low-cost sensors,
wireless communications, and network technologies, the In-
ternet of Things (IoT) has emerged as a new communication
paradigm, which promotes the diversification of smart appli-
cations, i.e., smart traffic control systems [1], smart cities [2],
and Intelligence wireless communication [3]. The architecture
of IoT is usually divided into three layers: perception layer,
network layer, and application layer, which are responsible
for data collection, data transmission, and data application
respectively. In IoT, the mobile crowdsourcing is employed
for effective data collection and processing, which are the
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prerequisites for IoT applications, i.e., city planning [4], smart
navigation [5], traffic monitoring [6], etc.

Despite the mobile crowdsourcing is widely used and
has the characteristics of high efficiency and low cost, the
traditional mobile crowdsourcing technology has following
deficiencies. For example, traditional mobile crowdsourcing
technologies usually require a centralized task server, which
rises a potential risk of privacy leakage caused by single
point failure [7]. In addition, without effective data protection
mechanisms, traditional mobile crowdsourcing technologies
cannot prevent malicious workers from stealing private task
data. To overcome above problems, a Cross-Blockchain based
Distributed mobile Crowdsourcing System, named CBDCS,
is proposed in this paper. The principal contributions of this
paper are as follows.

1) To solve the problem of single point failure, we design a
multi-subchain based blockchain structure, using multi-
subchain as the mobile crowdsourcing task server.

2) To reduce the possibility for malicious workers to ob-
tain private task information, we propose a novel task
hierarchical storage strategy based on the multi-subchain
structure.

3) To mitigate the demands of honest workers for mobile
crowdsourcing tasks, we propose a cross-subchain mech-
anism based on root&sub CA and smart contracts, which
allow honest workers to obtain tasks from different
subchains.

The structure of this article is organized as follows. In the
second section, related work is introduced. The third part
introduces CBDCS in detail, the fourth part provides the
experimental evaluation, and the fifth part gives the conclusion.

II. RELATED WORK

The development of the blockchain technologies [8] has
prompted the emergence of blockchain based mobile crowd-
sourcing. Li et al. [9] designed a distributed mobile crowd-
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sourcing framework based on the blockchain CrowdBC,
CrowdBC using smart contracts to record each step of the
mobile crowdsourcing task, but CrowdBC did not propose
a task evaluation mechanism. Bhatia et al. [10] proposed a
mobile crowdsourcing system based on Ethereum smart con-
tracts, and at the same time implemented credit management
for workers, allowing task requesters to select reliable workers
to the greatest extent.

Although the above work solved the problem of a single
point of failure of the mobile crowdsourcing task server, it did
not consider the problem of mobile crowdsourcing privacy.
At present, the privacy and security problems in mobile
crowdsourcing have received extensive attention and some
research results have been obtained. Yang et al. [11] proposed
a blockchain-based privacy protection mobile crowdsourcing
perception system, which uses the anonymity of the blockchain
to protect the true identity of employees. Lin et al. [12]
proposed a blockchain-based security and privacy protection
mobile crowdsourcing system SecBCS. In SecBCS, each task
request or execution uses group signatures for identity veri-
fication. Due to the anonymity of group signatures, any real
identity of the user will not be revealed.

For the cross-chain access problem studied in this paper,
there are also some works. Jiang et al. [13] proposed a cross-
subchain interactive distributed access model in the context
of data management, and applied IPFS and BigchainDB on
notary nodes to design a notarization mechanism for cross-
network maintenance to solve the problems of data storage
and device labeling. He et al. [14] proposed a joint operation
mechanism for cross-subchain transactions, using blockchain
technology to design two chains, the main chain, and the side
chain, so that the two chains can share data.

Although the above work helps to design a secure dis-
tributed mobile crowdsourcing system, there are still following
challenges: (i) how to prevent privacy leakage caused by the
single point failure; (ii) how to effectively protect task data
and prevent malicious workers from obtaining private task
data; (iii) how to meet the demands of workers for tasks while
protecting task privacy.

III. THE CROSS-BLOCKCHAIN BASED DISTRIBUTED
CROWDSOURING SYSTEM

The system model of CBDCS mainly includes three sub-
chains, one Repchain, three sub-CAs, and one root CA.

1) Subchain: A blockchain used to store mobile crowd-
sourcing tasks of different levels.
Repchain: A blockchain used to store the credit of
mobile crowdsourcing workers.
Root CA: 1t serves the Repchain, generates digital cer-
tificates of different levels for all workers based on the
credit, and then sends certificates to sub-CAs in different
subchains.
Sub-CA: The three sub-CAs respectively serve the three
subchains. In addition to saving certificates sent by the
root CA and registering workers in the current subchain,
the sub-CA will also generate backup certificates for

2)

3)

4)
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workers on the current subchain to prevent the root CA
malfunction.

In CBDCS, all workers will join the Repchain and a subchain
with the same credit level as their own. Workers can only
access the data in the Repchain and this subchain. The
proposed scheme is discussed in detail below. Table I give
the notations used throughout this paper.

TABLE I
MAIN NOTATIONS AND SYMBOLS

Notations Description

CCyr The cross-subchain request

Pkey The public key of cross-subchain worker
Credit. The Workers’ credit changes count
Certee The Cross-subchain certificate
Credit; The access credit of target subchain
Credity The current credit of worker
Creditypdate The update credit of worker
FScore The task final score

IScore The task integrity score

QScore The task quality score

TScore The task time score

IScoreq The actual task integrity score to operation
QScoreq The actual task quality score to operation
T'Scoreq The actual task time score to operation
wr The weight of IScore,

wQ The weight of QScore,

wr The weight of T'Scoreq

M The worker’s historical task score matrix
B The reward of task level

Tascll The ASCLL code of task level
Tlevel The task level

n The number of tasks completed by worker
m The number of tasks with positive credit growth
H. The proportion of tasks with positive credit growth
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Fig. 1. Architecture of CBDCS.

The architecture of CBDCS, as shown in Figure 1, consists
of five modules. In CBDCS, firstly, by using the hierarchical
management of the task method, when the task requester
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posts the task, the mobile crowdsourcing task can be divided
into different levels according to the privacy and security
requirements of the task. Secondly, based on the Hyperledger
Fabric, a multi-blockchain structure is designed in CBDCS
and combines with the tasks hierarchical that put different
levels of task into different sub-blockchain. Moreover, the
subchain architecture is used as a distributed server to over-
come the single point of failure problem of traditional mobile
crowdsourcing servers. Finally, based on the multi-subchain
structure, we designed a cross-subchain mechanism-based the
root&sub-CA and smart contract that meets the demands of
the mobile crowdsourcing business. While protecting private
data, it can provide more tasks for honest workers.

A. Task hierarchical storage strategy

To reduce the possibility that malicious workers obtain
private information of task, in this paper, a task hierarchical
storage strategy is proposed.

First, in the task post-stage, the task requester can divide the
task into specific levels of tasks according to its own needs and
the privacy and security requirements of the task. Secondly,
in the task storage stage, based on the Hyperledger Fabric, a
multi-blockchain structure is designed as distributed servers to
overcome the single point of failure problem and implement
the hierarchical storage of task by storing the different level
of tasks as transactions on the different sub-blockchain.

An example of task hierarchical storage is shown in Figure
2. In CBDCS, tasks can be divided into A, B, and C three
levels from high to low. The task requester posts tasks of
different levels and stores them in subchains of different levels.
When a worker searches for tasks, he can only search for tasks
with the same credit level as him. As shown in the figure, a
worker with a credit level of C can only search for tasks in
the subchain with a level of C. Until his credit level reaches
a higher level, he cannot view the tasks in the higher-level
subchain.
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Fig. 2. The example of task hierarchical storage based multi-blockchain.

B. Cross-subchain access mechanism

In CBDCS, to reduce the probability of malicious workers
stealing task privacy information, a multi-subchain structure
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is designed based on the Hyperledger fabric to achieve the
hierarchical storage of tasks. If the worker’s credit level does
not meet the requirements for accessing the subchain, the
worker cannot view the tasks stored on the subchain. Only
if the worker’s credit level is the same as that of the subchain
can the worker view the tasks on the subchain. At the same
time, workers with a high level of credit can not view tasks in
the lower levels of the subchain, ensuring strict data isolation.
But in the actual application of mobile crowdsourcing, tasks
on a single subchain may not meet the demands of honest
workers for tasks. For example, in the subchain of the current
level, the number of tasks is less than the number of workers,
which may result in some workers not applying for tasks for
a long time.

Although the multi-subchain structure realizes strict data
isolation and protects the privacy of task data, it also limits
the demand for honest workers for tasks to a certain extent. In
order to meet the needs of honest workers for the task, CB-
DCS proposes a cross-subchain access mechanism to provide
honest workers with the opportunity to apply for tasks across
the chain. The following details the proposed cross-subchain
access mechanism.

1) The Cross-subchain steps: The cross-subchain process
mainly involves cross-subchain workers, Creditjudgment con-
tracts, the root CA of the Repchain, and the sub-CA of the
target subchain.

Cross-subchain users: The worker who submit cross-
subchain request;

Credit judgment contract: A smart contract that judges
whether the worker’s credit meets the cross-subchain
requirements;
e Root CA: The CA that serves the Repchain and generates
certificates of different levels for workers according to
their credit conditions. At the same time, when there have
a cross-subchain request, generates a temporary cross-
subchain certificate for the cross-subchain worker.
Sub-CA: The CA in the target subchain. It only generates
certificates for users in the current subchain, and at
the same time saves the certificate from the root CA,
and registers the cross-subchain workers in the current
subchain.

The specific cross-subchain process is described as follows.
The worker submits a cross-subchain request C'C,. and public
key Pk, in the Repchain, and C'C, is used as an event to trig-
ger the worker’s credit judgment contract CreditJudgment,
which judges whether the worker’s current credit Credit,,
and the worker’s recent credit change count Credit, meet
the cross-subchain requirements. If the conditions meet the re-
quirements, C'reditJudgment sends the cross-subchain user’s
public key Pk., and the worker’s credit Credit,, to the
root CA, otherwise it refuses the request. Then, the root CA
generates a time-sensitive cross-subchain certificate Cert,,.
for cross-subchain workers based on the worker’s public key
Pk.,, and then sends Cert.. to the target subchain CA.
Moreover, the target chain sub-CA saves the cross-subchain
certificate Cert.. of the cross-subchain workers, and then
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registers the cross-subchain workers in the current subchain.
After the registration is completed, the cross-subchain workers
can access the tasks in the target subchain within the validity
period of the certificate.

After the smart contract C'reditJudgment is triggered, it
needs to determine whether the worker’s credit meets two
conditions: The worker’s current credit C'redit,, is not lower
than the access credit value Credit; set by the target subchain;
the worker’s recent credit change count Credit. must not be
less than 18 in the last 20 tasks. Note that Credit, represents
the worker’s recent credit change count. The value of C'redit,
is 0 or 1, and it is 1 when the credit is positively increased,
and it is O when the credit is negatively increased. Through the
above conditions, it can be ensured to a large extent that cross-
subchain workers are not malicious workers, and the quality
of tasks completed recently is high.

2) The Cross-subchain certificate: After the smart contract
CreditJudgment determines that the worker meets the cross-
subchain requirements, it will send the CC,, Pk, and
Credit,, to the root CA. The root CA generates a time-
effective cross-subchain certificate for the worker. Compared
with traditional X.509 digital certificates, cross-subchain cer-
tificates mainly have the following improvements. Specifically,
this scheme adds the original chain and the target chain to the
digital certificate. The certificate serves as a cross-subchain
trust certificate, recording the source and whereabouts of
workers. After the worker passes the cross-subchain judgment,
the root CA generates a cross-subchain certificate for the
worker requesting the cross-subchain, and records it in the
blockchain in the form of a hash value. In addition, this
scheme eliminates the signature algorithm module in the
digital certificate. In this solution, because the blockchain
is inherently non-tamperable, the root CA of the Repchain
generates a cross-subchain certificate and records the hash
value of the certificate into the blockchain as a cross-subchain
trust certificate, instead of the CA’s signature process for the
certificate.

C. Hierarchical management of workers

In CBDCS, hierarchical management is implemented for
workers. CBDCS divides workers and tasks into three levels:
A, B, and C. The initial value of each worker’s credit is 10.
The credit value range corresponding to the credit level is
as follows:A € [100,+00), B € [50,100), C' € [10,50).
CBDCS considers the task completion time, task completion
quality, task completion integrity, and the historical situation of
the worker’s task completion to comprehensively evaluate the
worker’s credit. When the task is finished, the task requester
will give an evaluation score to the worker. The evaluation
score is composed of three parts: task time score T'Score,
task quality score (QScore, and task integrity score IScore,
both are in the range [0,100]. The method of worker credit
update as:

Creditypdate = Credit,, + FScorex fxH,xmxTlevel (1)

295

In Equation 1, Credit,pdqte represents the credit after
update, Credit,, represents the current credit of the worker.
F'Score represents the final score of the worker completing
the task, the calculation method is as follows.

IScore, @QScore, TScore,
+ +

wQ

In Equation 2, [Score,, QScore,, T'Score, respectively

represent the actual score of the operation, the calculation
method is as follows.

FScore = (2)
wr wr

1Score — 100, IScore < 50

IScoreq = { IScore,I1Score > 50 3)
| QScore —100,QScore < 50

@Scoreq = { QScore, QScore > 50 )
T Score — 100, T Score < 50

T'Scoreq = { T Score,TScore > 50 )

In Equation 3, 4 and 5, wr, wg, wr respectively represent
the weight of IScore,, QScore,, T'Score,, wr, wg, wr are
calculated from the worker’s historical task score matrix M,
the calculation method is as follows.

IScore; QScorey TScore;
I1Scores QScores TScores o
M = . ) ) (6)
IScore; QScore; TScore; «;
aq
(e5]
wy = ( IScore; IScores 1Score; )
Q;
= IScoreixa1+I1Scoreaxan+ - - - +1Score;xa;
)
aq
Qa2
wg = ( QScore;  QScores QScore; )
(673
= QScoreyxa;+QScoresxas+ - - - +QScore;xay
3)
ay
%)
wr = ( TScorey TScores T Score; )
(6%}
= T'Score;xa1+T Scoreg*xag+ - - - +T Score;xay;
©

In Equation 6, 7, 8 and 9, [Score;, QScore;, T'Score;
represent the score obtained by the worker on the ith task,
«; indicate the positive and negative growth of the worker’s
credit during the ith task, if the credit is positive growth, a,;=1,
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otherwise, «;=0. [ represents the bonus of the task level to
the score, the value of 8 corresponding to the task level from
high to low is 3,2,1. H, represents the percentage of positive
increase in worker credit, the calculation method is as follows.

(10)

In Equation 10, m represents the number of tasks with
positive increase in worker credit, n represents the total
number of tasks performed by the current worker. Tlevel
represents the weight of the task level. In this paper, the task
level Ascll code is used to calculate the weight of the task
level, the calculation method is:
gt =1
1— nTAS§Lz

Tlevel = ,
Z Thsenr
j=1

n>1 ar)

n .
In Equation 11, )~ T7%,,, represents the Ascll code sum of
j=1
all tasks performed by worker.

IV. PERFORMANCE EVALUATION
A. Experiment setup

The experimental platform is built by Hyperledger Fab-
ricl.2. The physical machine is equipped with Intel Core i5
CPU3.2GHZ with 16 GB RAM win7 system, virtual computer
software uses the VMware Workstation 14 Pro, the virtual
machine is 8GB of memory, allocated 2 processors, 40GB of
Ubuntu system.

B. Performance of the proposed multi-blockchain

First, we compare the Triplechain + Repchain multi-
subchain structure proposed in CBDCS and the single-chain,
double-chain, and triple-chain based on Hyperledger Fabric in
terms of throughput.

As shown in Figure 3, through the comparison of the metric,
we can find that the throughput performance of the triple-
chain is better than that of the single-chain and double-chain.
The throughput of the triple-chain structure is 37%-100%
higher than the double-chain and single-chain respectively.
The triplechain+ Repchain multi-subchain structure used by
CBDCS has basically the same performance as the triple-chain
in terms of throughput.

The throughput of the triple-chain is higher than that of
the single-chain and the double-chain because CBDCS uses
the task hierarchical storage strategy to store tasks of different
levels in different levels of subchains. Therefore, the three
subchains can process transactions in parallel, which can
effectively improve throughput. The multi-subchain structure
based on hyperledger fabric can prevent users from having
multiple identities due to its distributed characteristics and
strict Membership Services so that CBDCS can effectively
resist Sybil attacks. The performance of the triplechain+
Repchain structure used by CBDCS in terms of latency and
throughput is basically the same as that of the three-chain.
The reason is that the Repchain only stores the credit of
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Fig. 3. Performance of the proposed multi-subchain structure based Hyper-
ledger Fabric.

workers and does not participate in the verification and storage
of transactions. Therefore, the Repchain has minimal impact
throughput.

C. Performance of cross-subchain mechanism

In this part, we have compared with other cross-subchain
solutions, namely CCS [13] and MMR [15]. The performance
metrics of the comparison are as follows: (1) Network Traffic
overhead (2) CPU utilization.

It can be seen from Figure 4 that the cross-subchain solution
proposed in this paper is superior to CCS and MMR in
both Network Traffic overhead and CPU utilization. In terms
of Network Traffic overhead, the average Network Traffic
overhead of the cross-subchain solution proposed in this paper
is 62.1KB, and the average Network Traffic overhead of CCS
and MMR is 216.8KB and 180.9KB, respectively, which are
3.5 times and 2.9 times of the solution in this paper. The
scheme in this paper is based on the root&sub-CA and smart
contract. The communication in the network only involves the
output of the smart contract and the transmission of cross-
subchain certificates, so the Network Traffic overhead in the
network is extremely low. In terms of CPU utilization, our
scheme’s average CPU utilization is 11.7%, and the average
CPU utilization of CCS and MMR are 14.9% and 13.4%,
respectively. It can be seen from the above that, compared
with CCS and MMR, the cross-subchain solution proposed in
this paper has the best performance.

V. CONCLUSION

This paper proposes a distributed mobile crowdsourcing
system called CBDCS to improve the security of mobile
crowdsourcing system applications in the Internet of Things.
CBDCS integrates two methods. One is based on the Hy-
perledger Fabric-based multi-subchain architecture and task
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Fig. 4. Performance of cross-subchain mechanism based on root&sub CA
and smart contract.

hierarchical storage strategy. The other is a cross-subchain
access mechanism based on the root&sub CA and smart
contracts. The multi-subchain structure can effectively improve
the privacy and security of mobile crowdsourcing tasks and
against the Sybil attacks. The simulation results show that:
(i) the proposed multi-subchain structure has good throughput
performance; (ii) the cross-subchain access mechanism in
CBDCS can provide efficient cross-subchain access according
to the actual demands of mobile crowdsourcing.
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