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G1, G2 GT

P e : G1×G2 −→ Gt

∀g ∈ G1 ∀h ∈ G2 ∀x, y ∈ Zp e (gx, hy) =
e (g, h)

xy

∃g ∈ G1, ∃h ∈ G2

e (g, h) �= 1
∀g ∈ G1 ∀h ∈ G2

e (g, h)

G e : G×G −→
Gt g G P

G a, b, c, Z ∈ Z∗p
(g, ga, gb, gc, Z) Z = e(g, g)z e(g, g)abc

GT ε
∣
∣P [A(g, ga, gb, gc, e(g, g)abc) = 0]

∣
∣−

∣
∣P [A(g, ga, gb, gc, Z) = 0]

∣
∣ ≥ ε
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(A, ρ)

λ
G GT

P g G
e : G × G −→ GT

H : {0, 1}∗ −→ G

u ∈ Z∗p
PKUID = gu

ti,v ∈ Z∗p
i ∈ Sn

Sn hi,v = gti,v

α, β ∈ Z∗p
APKi,AID =(

g, e(g, g)α, gβ , hi,v

)
ASKi,AID =

(α, β, ti,v)

S
AAAID

SKUID

SPUID

TKUID t, z ∈ Zp

SKUID = t TKUID =(
K = gα/tgβz/t, L = gz/t, ∀i ∈ S,Ki = (hi,v)

z/t
)

M (A, ρ)
ρ A A
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l×n l
s

�v = (s,�v2, �v3, ..., �vn) s, vi ∈ Z∗p
CT = (C = Me(g, g)αs, C ′ = gs, Ci =

gβλi(hi,v)
−ri , Di = gri) 1 ≤ i ≤ l λi = vAi Ai

i A

S
(A, ρ)

S
(A, ρ) ⊥ ρ(i) ∈

S ωi ∈ Z∗p
∑l

i=1 ωiλi = s
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∏l

i=1(e(Ci, L)e(Di,Kρ(i)))
ωi

T = e(C′,K)
E = e(g, g)αs/t

M ′ = C
TSKUID

= Me(g,g)αs

(e(g,g)(αs/t))t
= M

SUID

M0,M1(M0 �= M1)

x ∈ 0, 1

x′

x′ = x
AdvA =

∣
∣P (x′ = x)− 1

2

∣
∣

ε
ε
2

G GT

P g G
e : G × G −→ Gt

(g, ga, gb, gc, Z)
x ∈ 0, 1 x = 0 Z = e(g, g)abc x = 1

Z ∈ Gt

SUID

SUID

(A, ρ)

t, z ∈ Zp

SKUID = t TKUID =(
K = gα/tgβz/t, L = gz/t, ∀i ∈ S,Ki = (hi,v)

z/t
)

M0,M1(M0 �= M1)

x ∈ 0, 1

C = Me(g, g)αs, C ′ = gs, Ci = gβλi(hi,v)
−ri , Di =

gri CT = (C,C ′, Ci, Di)

x′ x′ = x
x′ = 0 x′ = 1 x = 0
Z = e(g, g)abc

M0 M1 ε P (x′|x = 0) = 1
2+ε

x = 1 P (x′ �= x|x = 1) = 1
2

1
2 (P (x′ = x|x = 0) + P (x′ �= x|x = 1))− 1

2 = ε
2

ε
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