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Abstract—The emergence of the Internet of Medical Things and accurate manner for highly dynamic and distributed
(IoMT) brings a huge impact on current medical system in  medical institutions. In IoMT, users’ health data are
the detection and prevention of medical diseases, as well as collected from various mobile terminals, such as tablets,

the sharing and analysis of medical data. To efficiently collect bile ph . . | ters. ete.. for timely di
medical data for disease prevention, the mobile crowdsensing mobile phones, personal computers, etc., for timely diag-

(MCS) is employed. However, the exposure of sensitive in- nosis. Compared with the traditional medical health man-
formation about users and crowdsensing tasks might cause agement model, the medical health management system
serious privacy leakage in MCS. To solve this problem, in  hased on MCS technology has greater advantages, such as

this paper, a Privacy-enhanced Mobile Crowdsensing strategy
utilizing Blockchain technology, named PMCB, is proposed.
Specifically, we propose to classify the users by spectral

saving economic and time costs effectively [1] [2].
However, as an promising data collection method, the

clustering based on the social network generated by the social mobile crowdsensing technology deals with a large amount
attributes of users. In this way, both crowdsensing tasks and of data and this data always contains a lot of sensitive
participating users are classified such that task receivers are information [3]. Therefore, while MCS provides conve-

restricted to receive specific crowdsensing tasks. Furthermore,
the blockchain is used to store crowdsensing tasks and smart
contract is used for access control. Experiment results show

nience, it also brings new data privacy security threats,
including the following two aspects: one is how to protect

that PMCB can achieve efficient privacy protection in mobile the private information in the data provided by the
crowdsensing with high system throughput and low transaction participating users [4], the other one is how to protect
latency. the sensitive information contained in the tasks issued by

Index Terms—Blockchain, Smart Contract, Privacy Protec-

the task releasers. In this paper, how to protect sensitive
tion, IoMT, Mobile Crowdsensing papet, Low P v

information in crowdsensing tasks is the major concern.

Be ware that MCS needs to recruit users and assign tasks

in the process of the data collection. Therefore, from the
The emergence of the Internet of Medical Things perspective of the task releasers, it is so vital that the

(IoMT) provides a feasible solution to the common prob- private information in the task is not leaked.

lem what the traditional medical system encountered, As a popular technology, blockchain has many char-

which is how to obtain user health information in a timely acteristics. For example, it can solve security and pri-

I. Introduction

2324-9013/21/$31.00 ©2021 IEEE 387
DOI 10.1109/TrustCom53373.2021.00066
Authorized licensed use limited to: Fujian Normal University. Downloaded on June 14,2024 at 08:37:46 UTC from IEEE Xplore. Restrictions apply.



vacy issues for a variety of networks or systems. Its
decentralized feature ensures that even if one node in
the chain is attacked, the private information of other
nodes cannot be stolen maliciously [5]. Therefore, by
integrating the blockchain and the MCS technology, the
privacy leakage problem can be prevented. In this paper,
a Privacy-enhanced Mobile Crowdsensing strategy based
on Blockchain, named PMCB, is proposed for IToMT. The
main contributions of this paper are listed as follows:

1) In order to prevent collusion attacks on sensitive
information, this strategy decomposes each task into
several subtasks, and then sends them to participating
users with different security levels for data collection. The
above method of decomposing tasks can split sensitive
information in the task to achieve the goal of protecting
privacy and it also can prevent participating users of
different security levels from directly colluding to obtain
private information in the task.

2) To ensure the sensitive information contained in
the task can be effectively prevented from being stolen
by malicious task receivers. Corresponding to the above-
mentioned task decomposition, this strategy also classifies
data providers. We use approximating RatioCut based
spectral clustering approach to divide data providers
into different subgroups. In this method, four indicators
are mainly considered, namely node degree, betweenness
centrality, local clustering coefficient, and degree-based
graph entropy. According to the above method, the tasks
and task receivers are divided into the same number of
categories, so that the task receivers of each category can
only accept tasks of the same category.

3) In order to ensure that the category of the task
receivers can match the category of the tasks, this strategy
uses the smart contract technology in the blockchain
to formulate relevant rules and supervise it to prevent
malicious participating users from receiving subtasks of
different categories and trying to piece together these
subtasks to master a complete task and steal sensitive
information in the task.

4) Experimental results show that the strategy proposed
in this paper can effectively protect the sensitive informa-
tion in the task from being leaked, and it can improve
system performance in terms of system throughput and
transaction latency.

The rest of the paper is organized as follows. We sum-
marized some related work in Section II. We introduced
the system model of this strategy in Section III. In Section
IV, we introduced the strategy PMCB proposed in this
paper in detail. In Section V, we analyze the relevant
experimental data and results. Finally, it is summarized
in Section VI.

II. REATED WORK

Recently, privacy protection for MCS has attracted
more and more attention, and many excellent works have
been proposed. In [6], the author propose a strategy for
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data aggregation. In this strategy, an improved blockchain
with a new block header structure and two different block
generation rules are designed and introduced, which used
to guarantee the sensitive information in the tasks can
not be leaked directly or indirectly. In [7], the author
used anonymous technologies (such as pseudonyms, group
signatures, and k-anonymity e.g.) in the Internet of Vehi-
cles to protect the vehicle privacy. Although tasks may be
exposed by using this way, it can effectively protect the
user’s identity information, which is acceptable to the user.
In [8], the author proposed a new mobile crowdsensing sys-
tem that integrates data aggregation, incentive mechanism
and disturbance mechanism. The disturbance mechanism
ensures users’ privacy protection requirements and data
accuracy requirements. In [9], the author proposes a strong
privacy protection mobile crowdsensing system with user
credit management. The system uses proxy re-encryption
and BBS+ signature technology to prevent the user’s
privacy from leaking. In [10], the author proposes a mobile
crowdsensing strategy that does not require a trusted third
party for credibility. In addition to anonymous identity
verification through group signatures, this strategy also
designs a protocol based on blind signatures to achieve user
anonymous authorization verification. In [11], the author
proposes a combination of key distribution and trust
management mechanism. This strategy prevent users’
privacy from leaking through the evaluated public key
trust. In [12], the author introduced the idea of smart
contracts and proposed a two-stage method, including
the preregistration stage and the final selection stage,
in order to protect the location privacy. In [13], the
framework proposed by the author is implemented by
two non-colluding cloud platforms and adopting additively
homomorphic cryptosystem, which can effectively reduce
user cost and protect users’ private information. In [14],
the author proposed a privacy protection model based
on blockchain-based twice verifications and consensuses,
using a verifiable anonymity strategy which based on
elliptic curve algorithm to protect users’ identity privacy.
In [15], the user’s privacy and payment are protected
by using smart contracts as a process executed by the
blockchain.

III. SYSTEM MODEL

The system model of PMCB proposed in this paper is
shown in Fig. 1. The system mainly includes three parts,
namely, task releasers (data users), task receivers (data
providers), and server group. The first part, in order to
complete a certain data collection work, the task releasers
(i.e. data users) need to release related tasks to partici-
pating users so that he or she can collect the data needed
to complete further analysis work. The second part, task
receivers (i.e. data providers) are mobile terminal devices
that belong to participating users. In IoMT, these devices
mostly provide medical and health data after receiving the
tasks. The third part, the server group mainly contains
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Fig. 1. The system model of PMCB

blockchain servers, verification servers, and crowdsensing
servers. The role of the blockchain server is to store the
tasks. The role of the verification server is to verify the
reliability of the data submitted by the task receivers.
And the role of the crowdsensing server is to store valid
data that has been verified by reliability. But this article
mainly discusses blockchain servers. The task releasers and
task receivers at the sensing layer respectively use the
network layer to publish tasks or upload data. And these
two transmission processes include the privacy of the task
on the one hand, and the privacy of the receivers of the
task on the other. Therefore, it is particularly important
to protect the privacy of these two aspects. And this paper
focuses more on the former, that is, task privacy.

In PMCB, in order to achieve privacy protection and
prevent collusion attack, this paper will classify tasks
and task receivers into different groups. A task releaser
needs to divide tasks into different subtasks which can
be carried out independently and add task categories to
them respectively, and then add them to the blockchain.
Task receivers will also be divided into different categories
according to their social attributes, and then through the
function of smart contract, they can only receive tasks of
the same category. On the one hand, the decomposition
of sensitive tasks will effectively prevent the leakage of
privacy directly. On the other hand, this paper classifies
task receivers, which will prevent users of different levels
from colluding with each other and causing indirect
privacy leakage.

389

//' X \\‘ r Category 1  Category 2 Category 3
N = | spectral
@20 L duun 000000
\ X \3(/
| QR . 0. 0.
{ ‘ %1
3 %

i Smart
—— = — >
ChOOSB

Subtask 1

Subtask 2

Classification

a2 p9%0

b

Subtask 3

Fig. 2. The workflow of this strategy

IV. THE IMPLEMENTATION DETAILS OF THE
PMCB

According to the traditional mobile crowdsensing ar-
chitecture [16], as shown in Fig. 1, PMCB is mainly
divided into three layers: sensing layer, network layer and
application layer. The sensing layer is the layer where
each terminal device is located, including task releasers
and task receivers. The terminal devices publish tasks,
receive tasks, and supply data at this layer. The network
layer, as the name implies, is used to transmit tasks and
data. The application layer stores all kinds of servers, this
paper mainly focuses on the blockchain server.

The general process of the implementation of this
strategy is as follows(shown as Fig. 2):

1) First of all, based on the social network of the par-
ticipating users, we use the method of spectral clustering
to divide them into different categories according to four
metrics (i.e., node degree, betweenness centrality, local
clustering coefficient, and degree-based graph entropy),
and compute the average of the above four metrics to rank
influence levels of different user subgroups. As a result,
each user group has a corresponding level.

2) Secondly, after the task releaser classifies the task
receivers, it also sorts the sensitivity of its subtasks, and
divides them into corresponding levels in order.

3) Finally, in order to allow the task receivers to only
receive subtasks of the same level, we use smart contract
technology to limit the choices of participating users when
the task releaser has completed the above two steps.

A. Task receivers and task classification

o Classification of tasks: Before each task is released,
the task releaser needs to divide its task into some
types of subtasks (as shown in Fig. 2), which can
be selected by task receivers of the same level. Then
the data of these divided subtasks can be collected
separately. And the reason why the task needs to
be divided into several subtasks is to separate some
of the private information contained in the task,
so that it is impossible for each task receiver to
grasp the complete task privacy information. Thereby
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protecting the sensitive information contained in the
task.

Classification of task receivers: In the above, classify-
ing tasks can effectively prevent the direct disclosure
of task privacy, but only classifying tasks cannot resist
collusion attacks by task receivers. Therefore, we next
classify task receivers, and we use the method of
secret sharing to protect the privacy in the subtasks.
Whether in the process of dividing task receivers or in
the process of evaluating the impact of task receivers,
we all choose task receivers with higher influence,
so the probability that more than half of the task
recivers are colluders is extremely low. The following
will introduce the specific method of dividing task
receivers in this paper.

In our previous work [17], we proposed a K-means
based privacy-preserving classification mechanism.
However, in this paper, we use the social network
to classify the level of the influence of the users.
Therefore, this strategy will cluster nodes based on
the social attributes of task receivers (nodes). We
assume that the social network graph of participating
users is G = (V, E), and we translate G to similarity
graph G° to achieve node clustering. In order to
ensure similar nodes in the same cluster and the
clusters are balanced that is the number of nodes in
each cluster is approximately the same [18], we use the
spectral clustering method based on approximating
RatioCut to partition graph G*°. This can effectively
avoid the impact caused by the large gap in the
number of users in different categories. The algorithm
is divided into three steps, as shown in Algorithm 1:
1. Pairwise similarity computing: we consider some
metrics to compute the similarity between pairwise
nodes.

2. Similarity graph constructing: we select the K near-
est nodes as node’s neighbors, so that, the similarity
graph matrix is a sparse matrix.

3. Similarity graph partition: we use the RatioCut
graph partition scheme to partition the similarity
graph into T subgraphs, so that the size of subgraphs
are approximately equal.

Algorithm 1 Node Clustering

Input: G

Output: clusters C;, i = 1,2, ...,
1:

T
for i =1 to n do
construct 1-neighborhood graph G(v;) of each node
U
compute z;=<D(v;), BC(v;), Le(v;), Ir(G(v;))>
end for
Similarity graph construction seeing algorithm 2
Similarity graph partition seeing algorithm 3
obtain the clusters C;, i =1,2,...,T
return C;, i=1,2,....,T
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1. Pairwise similarity computing: In order to con-
struct the similarity graph, we consider the follow-
ing metrics to compute the similarity between each
pairwise nodes: node degree, betweenness centrality,
local clustering coefficient, and degree-based graph
entropy.

Definition 1: Node Degree(D(v;)): the degree of node
v; is defined as the number of neighbors of the node.
Definition 2: Local Clustering Coefficient(Lc(v;)):
Le(vi)=pc(vi)/wa (vi), where pc(v;) and we(v;) are
the numbers of triangles and triples in G(v;), respec-
tively.

Definition 3: Betweeness Centrality(BC(v;)): BC(v;)
of node v; in graph G is the fraction of the shortest

paths between all pairs of nodes in the graph that
Jst(vzg

pass through v;, BC(Ui):Zs,tev,s;ét;év o
K3

Definition 4: Degree Based Graph Entropy(Ir(G(v;)))
[19]: let G = (V, E) be a connected graph, and we
assume that |V| =n, |E| = m. For a given v; € V
and an arbitrary real number o € R, the degree-based
graph entropy

ds
I;(G(vy)) = ZZ 10g(2 =
Jj= 1
logd

j=1"J
We suppose a = 1, thus,

=log Zd

=log (2m) — — Z d;logd;.
2m ~

n

Zzn

J 1

If(G ’UZ

For every node v; € G, we compute D(v;), BC(v;),
Le(vi), 15(G(v;)), respectively. We call the vector
z;=<D(v;), BC(v;), Lc(v;), I;(G(v;))> the node
vector. Thus, the similarity function of every pair
of nodes v;, v; can be defined as

i — ;|2

fsim (’Ui, Uj) = 67 202 (1)

2. Similarity graph constructing: In this step, we con-
struct a weighted similarity graph named K-nearest
neighbor graph, while the neighborhood relationship
is symmetric. Suppose G°= (VS, E¥ W¥), where
V° represent the nodes, E° representb the edges, W9
represent the Welghts on the edges If v is the first K
similar nodes to U cE% w m‘ represent the simi-
larity of 11 and v = fsim (vl,v]) if v is the K-
nearest nelghbors of 1151 otherwise w = 0 Therefore,
the degree of node v; is defined as the sum of weights
of the edges adjacent to v;, d; = Zf\iz dg, where N;
is the number of the neighbors of v;. We use D to
represent the degree matrix, D = (dij)nxn, dij = d;
if i = j, else d;; = 0. W is the adjacency matrix of
G*3, where w;; is the weight of the edge between node
v; and v;. The detail is shown as algorithm 2.
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Algorithm 2 Similarity Graph Construction

Algorithm 3 Similarity Graph Partition

Input: Node vector z;, i =1,...,n
Output: G*

1

10:

: for i =1ton do
for j =1 ton do
Compute similarity fgim (v;,v;) between node v;
and node v; according to equation(1)
end for
end for
for i =1 to n do
select the first K nearest nodes as the neighbors of
node v;
add edges between v; and it’s neighbors and obtain
similarity graph G*°
: end for
return G°

3. Similarity Graph partition: In order to cluster
nodes in original graph, we translate the original
graph into the similarity graph. Thus, the problem
is translated into how to partition the similarity
graph into T subsets, so that the cut is minimum,
cut(Ay, Ag,y ..., Ar) % ZT w (AZ-,ZI-). In order to
make the subset balance, we replace the cut with Ra-
tioCut, RatioCut(Ay, A, ..., Ar) = ZiTzl W
. For a similarity graph G°, W is the simifarity
matrix, its Laplacian matrix can be calculated as
L = D—W. Suppose thatA1, A, ..., A\rare the smallest
T eigenvalues of L, min(RatioCut(Ay, Asg, ..., Ar)) =
Zfil Ai.Then, compute the eigenvectors x;, za, ..., xp
of Aj, i = 1,2,...,T. Then y; LN i=1,2,..,T,

Y = (4i)Txn. The minimum RatioCut problem can
be relaxed as min #r(YTLY) subject to YTY = I.
Consider each column of matrix Y as one node, next,
we utilize k-means algorithm to partition these n
nodes into T clusters, Cq,C5,...,Cr. The detail is
shown as algorithm 3.

4. After completing the classification of users, we
need to rank each group of users to divide them into
different security levels. In this paper, we calculate
the influence of each group based on four indicators.
These four indicators are node degree, local clustering
coefficient, betweenness centrality, and degree based
graph entropy, and these indicators calculate the
influence of nodes according to different definitions.
Firstly, a large node degree indicates that the node
has more connections with other nodes. Secondly, a
high betweenness centrality indicates that the node
plays an important role as a bridge in the network.
Thirdly, a high node local clustering coefficient means
that the 1-neighborhood graph centered on the node
has more edges. Fourthly, the higher the degree based
graph entropy, the stronger the connectivity of the
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Input: G°

Output: clusters C1,Cs, ..., Cr

1: Construct adjacent matrix and degree matrix of graph
G%, denoted as W and D, respectively

: Compute Laplacian matrix L =D — W

3: Compute the eigenvalue of L, the first T' eigenvalues
are denoted as A1, Ag, ..., Ap

: Compute the correspondence eigenvectors of the first
T eigenva&u‘es denoted as x1,x2,...,TT

s let y; = —N i=1,2,...,T, set Y = (4;)7xn

6: Consider one column of matrix Y as one node

7. Utilize k-means algorithm to partition these n nodes
into T clusters

s return Cii=1,2,...,T

graph. Therefore, this paper calculate the sum of
these four indicators to more accurately rank the
influence of the nodes from multiple angles. Moreover,
the greater the influence, the higher the security level.
Therefore, the influence (I;) calculation formula is as
follows:

1) Average degree(AD): The AD of C; can be calcu-
lated as >, o, Do/|Ci] 5

2) Average local clustering coefficient(ALC): The
ALC of C; can be calculated as ) .. Ley/|Cil;

3) Average betweeness centrality(ABC): The ABC of
C; can be calculated as ), .. BC,/|Cil;

4) Average degree based graph entropy(AIF): The
AIF of C; can be calculated as > . Iy, /|Cyl.
Then,

I; = Z D, /|Ci| + Z Le, /|Cy

vel; veC; (2)
+ 3 BC/|Ci|+ > I, /|Cil.
vel; veC;

B. Use smart contracts to establish access control

Relying on its unique advantages (for example, decen-
tralization, immutability of information, etc.), blockchain
technology has been increasingly applied to various plat-
forms, and the smart contract as the core technology of
blockchain is also getting more and more attention and
use. As the name suggests, the smart contract is based
on the immutable data in the blockchain and formulate
some rules to control the process of transactions. Smart
contract is a kind of agreement, which is characterized by
the low cost of making contracts, executing contracts, and
verifying contracts. In smart contract transactions, there
is no need for a third party to participate. All rules, super-
vision and decision-making are done by the system itself.
Generally, a consensus mechanism is used to determine
whether the contract is executed normally according to
the regulations. Due to the digital characteristics of smart
contracts, data is stored in the blockchain, and encrypted
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codes are used to enforce the agreement to ensure that
transactions are traceable and irreversible.

As shown in the Fig. 3, it is the complete transaction
process of Hyperledger. This process can ensure the
realization of secure transactions: 1) The client can use
the API to construct a transaction proposal request and
package the transaction proposal into a correct format;
2) Use the user’s encrypted credentials in the transaction
proposal to generate a unique signature for this transac-
tion proposal; 3) The endorser peers verify the received
transaction proposal request, including whether the for-
mat of the proposal is correct, etc.; 4) The transaction
request is submitted to the orderer peers. After receiving
the transaction request, the orderer peers will sort them
by time and create a transaction block; 5) The orderer
peers broadcast to the leader peers of all organizations in
the same channel, and then the leader peers will verify
the received block, and writes the result into the local
ledger after passing the verification; 6) The Leader peers
broadcast the results to other nodes in the organization,
and generally default to 3 nearby nodes.

,/\\
NG
Orderer
Service
CA
(5)
. O
Register (3)
2
Leader Peer
App V) N
\}// l <§/
L v v
(\2> Endorser Committer
Peer Peer

Fig. 3. Transaction process

Based on the above foundation this strategy uses smart
contract technology to perform access control, so that
the splitting work performed above can protect sensitive
information. Specifically, when the task releaser classifies
the task into a series of subtasks, each subtask will bring
the corresponding category and pack it into a block, and
the smart contract will record the relevant information,
and then store these on the blockchain server. After the
task is released, the task receiver selects the tasks in the
contract.

In order to achieve the purpose that the task receiver
can only select the tasks of the corresponding level, we
designed the smart contract for task selection. As shown
in the Fig. 4, when the task receiver wants to receive
the task, his personal attributes (i.e. security level)
will be uploaded. The judgment rules include whether
the security level of the task receiver is equal to
the task level of the task which is applied for. If
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security level and task level are equal, the task can be
successfully received through the monitoring of the smart
contract; otherwise, the task receiver will be refused to
accept the task. Therefore, it is difficult for malicious users
to choose multiple types of tasks to steal sensitive data.

Task request security level=

—_—

Record
™| transaction
information

Successfully
selected task

task level

security level

B —
security level =
Selection failed
task level

Fig. 4. Smart Contract

V. PERFORMANCE EVALUATION
A. Experiment Setup

The proposed PMCB system is implemented on a Hy-
perledger Fabricl.2-based simulator. The physical machine
runs with 16G of memory, the Intel Core i7 processor
with a frequency of 3.2GHZ is equipped with a 64-bit
win7 system, and a VMware Workstation 14 Pro of 4GB
running memory and 2 processors of Ubuntu system.
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Fig. 5. Comparison of spectral clustering and K-means

B. Performance Metrics and Experiment Results

1) Classification of Task Receivers

The system can divide task receivers into different T
categories according to actual needs. In this paper, we
use the strategy of spectral clustering to replace the K-
means strategy proposed in the previous paper. Because,
it can be clearly seen from the Fig. 5 that the spectral
clustering strategy is better than the K-means strategy. It
not only clusters closer nodes together, but also clusters
according to the different characteristics of each node
to achieve better results. What’s more, Fig. 6 is the
three classification results on the facebook data set [20].
According to the results of classification, the task receivers
of each category can only select the subtasks of the
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Fig. 7. Throughput and transaction latency of PMCB under different classifications

corresponding category, so as to achieve the purpose of
protecting task privacy.
2) PMCB Throughput

First, we evaluate the throughput of the system under
different transaction sending rates, and then the corre-
sponding throughput under each transaction number tx
is shown in Fig. 7 (a), (b), (c). As the system throughput
trends under different classifications are very similar, this
paper will make a detailed analysis of the situation where
users are divided into three categories, as follows. It can
be seen from the results in Fig. 7 (a), when the number of
transactions is 500, the system has the lowest throughput
74tps. When the transaction number exceeds 500, the

393

system throughput at different send rates is relatively
close. For example, when the sending rate is 200tps,
the throughputs of the transaction number tx 1000 and
1500 are 101tps and 100tps, respectively. Furthermore,
when the sending rate reaches 300tps, the throughput
of the system gradually stabilizes and maintains a high
throughput.

3) PMCB Transaction Latency

Then, we tested the transaction latency at different
transaction sending rates, and the test results are shown
in Fig. 7 (d), (e), (f). As mentioned above, since the
system latency trend under different classifications is very
close, this paper will make a specific analysis of the cases
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where users are divided into three categories, as follows.
From the result in Fig. 7 (d), we can see that the higher
the transaction sending rate, the longer the latency of
the system. Meanwhile, as the numbers of transactions
continues to increase, the corresponding latency is also
increase. For example, when the sending rate is 150tps,
the transaction latency of the transaction number ¢tz 500,
1000, and 1500 are 3.03s, 5.45s and 7.27s. According to the
experimental results, when the number of transactions is
1500 and the sending rate reaches 400tps, the transaction
latency of the system reaches the maximum value of
10.43s.

4) Comparison of different categories

In this paper, we divide users into three, four and five
categories, and above, we analyze the relevant performance
of different transaction numbers under each category.
Next, we will compare and analyze the performance under
different classifications. We can see from the results in Fig.
9 (a) that when the tx = 500, the system throughputs
under different categories are very close. For example,
when the transaction sending rate is 250tps and 350tps,
the system throughput of the three categories is the same,
which is 90tps and 95tps respectively. In addition, regard-
less of the classification situation, the system throughput
always grows with the increase of the transaction sending
rate. Furthermore, we can easily see from Fig. 9 (b)
and Fig. 9 (¢) that the throughput of the system will
grow with the increase of the transaction sending rate
in each classification case. However, when the users are
divided into three types, the throughput of the system will
reach the maximum. For example, when tz = 1000 and
the transaction sending rate reaches 350tps, the system
throughput reaches the maximum value, which is 109tps.
What’s more, when tx = 1500 and the transaction sending
rate reaches 350tps, the system throughput reaches the
maximum value of 107tps.

Next, we will compare and analyze the transaction
latency of different classification situations. From Fig.
9 (d), (e), (f), we can clearly see that in either case,
the transaction latency will continue to grow as the
sending rate increases. Specifically, as shown in Fig. 9
(d), when users are divided into three categories and
tx 500, the transaction latency is lower than the
other two situations. For example, when the transaction
sending rate is 400tps, the transaction latency of the three
categories, four categories, and five categories are 3.97s,
6.75s, and 10.43s, respectively. Further, the results in Fig.
9 (e) and Fig. 9 (f) show that no matter when tz = 1000 or
tx = 1500, the transaction latency is still low, when users
are divided into three categories. However, different from
Fig. 9 (d), the transaction latency in the three categories
and four categories are very close. For example, when
tx = 1000 and the teansaction sending rate is 250tps, the
transaction latency of three categories and four categories
are 6.49s and 6.51s, respectively. And when tx = 1500
and the teansaction sending rate is 300tps, the transaction
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latency of three categories and four categories are 9.82s
and 9.86s, respectively.

5) Comparison of privacy protection under different
systems and different classifications

Next, this paper will compare the degree of privacy
protection under different classifications and different
systems proposed in the past two years [6] [21], and the
results are shown in Fig. 8. First, we assign some values
in advance. In this paper, we assume that 10% of users
belonging to categoryl may leak the privacy of tasks,
category2 is 20%, category3 is 30%, category4 is 40%
and category5 is 50%. At the same time, we also make
assumptions and assignments on the possibility of privacy
leakage by users of different levels. For users in categoryl,
the probability of leaking private data reaching 20%,
40%, 60%, 80%, and 100% are 1/12,1/11,1/9,1/10,1/13,
respectively. Similarly, the possibility of users in category?2
leaking private information are 1/11,1/10,1/8,1/9,1/12.
The possibility of users in category3 leaking private data
are 1/10,1/9,1/7,1/8,1/11. The possibility of users in
category4 leaking private data are 1/9,1/8,1/6,1/7,1/10.
And the possibility of users in category5 leaking private
data are 1/7,1/5,1/3,1/4,1/6. We can easily see from Fig.
8 (a) that, as the number of users continues to grow, the
degree of privacy leakage is also increasing and eventually
leveling off. In the figure, 71 = 3 represents the results
of the strategy proposed in this paper, and T2 = 3 ,
T3 = 3 represents the results of the other two comparative
strategies respectively. We can clearly see that whether our
scheme or the other two schemes, in the case of T' = 3,
the privacy protection degree of the system is very close.
However, the difference between the strategy we proposed
and others is that the strategy in this paper can not only
divide task receivers into three categories, but also into
four categories and five categories, and as shown in the
figure, when task receivers are classified into four or five
categories, the degree of privacy protection is better than
when they are classified into three categories. At the same
time, we can also see that the degree of privacy leakage is
the highest when users are classified into three categories,
and the degree of privacy leakage is the lowest when users
are classified into five categories. For example, when the
number of users is 150, the degree of privacy leakage
corresponding to T1 = 3 is 94.55%, and when T = 4
and T = 5, they are 85.12% and 73.35%, respectively.
It can also be clearly seen from the results in Fig. 8 (b)
that regardless of our scheme or the other two schemes,
the possibility of privacy leakage is very close when task
receivers are divided into three categories under different
privacy loss situations. However, no matter how much
privacy loss is, the probability of privacy leakage of T'= 3
is higher than that of 7' = 4 and 7" = 5. Furthermore,
when the degree of privacy loss is 60%, the corresponding
possibility of privacy leakage is the largest among other
situations. For example, when the degree of privacy loss is
60%, the probability of privacy leakage is 5.24% in the case
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of T = 3, and the cases of T'=4 and T" = 5 correspond to
4.49% and 0.76%, respectively. As a result, although our
scheme is not much different from the other two schemes
when T = 3, the advantage of our scheme is that we
still propose to divide task receviers into four and five
categories, and the degree of privacy protection in these
two cases is better than that of the three categories.
Based on the analysis of the above experimental results,
we can know that no matter in which case, users are
classified into 5 categories with the best degree of privacy
protection. Therefore, in actual medical applications, we
can classify users and tasks into more levels to achieve
an ideal privacy protection effect. However, this does not
mean that users can be classified infinitely, because too
many classifications will also affect other performance
of the entire system, such as throughput and latency.
Therefore, choosing a reasonable number of categories will
not only maintain the performance of the system, but also
better protect the private information in the tasks.

The degree of privacy leakage(%)

100 150
The number of users

(a)

200

o

IS

~

The possibility of privacy leakage(%)
w

e

80

.

50 60 70
Loss of privacy(%)
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Fig. 8. Comparison of privacy protection under different systems
and different classifications

90 100

VI. CONCLUSION

To achieve privacy protection in mobile crowdsensing, a
Privacy-enhanced Mobile Crowdsensing strategy utilizing
Blockchain technology (PMCB) is proposed for internet of
medical things. Specifically, the proposed PMCB divides
the crowdsensing tasks into different categories and store
them on the blockchain. Moreover, considering the social
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attributes of task receivers, the spectral clustering is
applied to classify task receivers into different groups.
According to task division and task receiver classification,
each group of task receivers are restricted to receive
a specific category of tasks against collusion attacks.
Experiment results show that the PMCB achieves efficient
privacy protection with high system throughput and low
transaction latency.
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