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Abstract—With the emergence of spatial crowdsourcing
technology, an efficient task allocation is the key to ensure the
sustainable development of spatial crowdsourcing. However,
previous spatial crowdsourcing task allocation technologies ignore
the temporal and spatial continuity between historical task data, thus
reducing the efficiency of crowdsourcing task allocation. In addition,
spatial crowdsourcing also suffers from the privacy leakage problem.
To solve these problems, we propose a Spatiotemporal Prediction
based Spatial Crowdsourcing strategy, named SPSC, using both
blockchain and artificial intelligence. Specifically, considering the
temporal and spatial continuity of crowdsourced task data, SPSC
combines both gated recurrent unit and variational autoencoder for
crowdsourcing task prediction. In addition, different Laplacian
noises are added to crowdsourced task data so as to protect the
privacy of crowdsourced workers during the task prediction.
Moreover, by classifying crowdsourcing tasks and grouping
crowdsourcing workers, SPSC reduces the risk of crowdsourcing
workers colluding to steal the privacy data of crowdsourcing tasks
using the blockchain technology. The experimental results show that
SPSC can improve the privacy protection of spatial crowdsourcing,
specifically, the more the number of categories, the higher the degree
of privacy protection, and under the premise of predicting value,
excellent system performance can be achieved.

Index Terms—Spatial crowdsourcing, task allocation, privacy
protection, blockchain, machine learning.

I. INTRODUCTION

W ITH the rapid development of mobile Internet technol-

ogy, spatial crowdsourcing has been widely used in

many fields, such as transportation, food delivery, and map

services. In spatial crowdsourcing, the crowdsourcing plat-

form allocates, scheduling and quality control to crowd-

sourced tasks with temporal and spatial characteristics, so that

crowdsourcing workers can complete tasks in an active or pas-

sive manner and eventually get a certain incentive reward [1].

Take the online car-hailing service as an example. The instant

ride-hailing demand issued by passengers is used as a spatial

crowdsourcing task, which specifies a departure from a certain

destination. The online car-hailing platform needs to assign

tasks to nearby drivers in a timely manner in the form of

crowdsourcing. The driver goes to the designated departure

place of the task to pick up the passengers and send them to

the designated place and get corresponding rewards. As a

bridge between crowdsourcing workers and crowdsourcing

tasks, the task allocation strategy is one of the core issues in

spatial crowdsourcing [2].

Existing researches on spatial crowdsourcing task allocation

divide space crowdsourcing task allocation problems into

static offline allocation problems and dynamic online alloca-

tion problems [3]. The optimization objectives mainly con-

sider maximizing distribution income, distribution quantity,

distribution quality, distribution efficiency, etc. However,

most of the task allocation problems of spatial crowdsourc-

ing [4] in real scenes have the characteristics of large-scale

and multi-stage, which makes the traditional task allocation

strategy have the following limitations in practical applica-

tions, that is, the failure to effectively use historical task data

and consider the temporal and spatial continuity of historical

task data. For the dynamic online allocation problem, the tra-

ditional task allocation strategy only knows the local spatio-

temporal information of workers and tasks, and generally uses

greedy algorithms and heuristic algorithms to obtain approxi-

mate optimal solutions. Most of the information contained in

historical data is not fully mined in the solution process. The

spatial crowdsourcing platform records various historical data

in the process of task completion, including task details, task

attributes, environmental data and task completion status, etc.,

through the learning of these historical data, it can provide
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more auxiliary information to optimize task allocation strate-

gies [5]. Due to the continuity of time and space, the spatial

crowdsourcing task allocation problem is also a multi-stage

sequential decision-making problem. The current task alloca-

tion decision not only affects the current allocation result, but

also affects the next decision [6]. For example, whether a

worker can receive the next task after completing the task

assigned by the current platform depends on the space-time

environment in which the task is completed. This means that

the crowdsourced task needs to be predicted through historical

data and space-time correlation [7].

Forecasting methods based on time series data are tradition-

ally relied on judgments according to experience and rules (i.e.,

autoregressive moving average model, autoregressive inte-

grated moving average model, etc.), the accuracy and timeli-

ness are insufficient. Now through machine learning methods

(e.g., recurrent neural networks, convolutional neural net-

works, long short-term memory, gated recurrent unit and

XGBoost, etc.), combined with scientific logical reasoning

algorithms to make predictions, the efficiency and accuracy of

predictions are greatly improved. However, the prediction pro-

cess requires direct access to crowdsourced data, which may

cause the privacy of crowdsourced workers to be leaked. This

is because crowdsourced data contains private information

about crowdsourced workers [8]. For example, a crowdsourced

worker needs to obtain the temperature change in a certain

sensing area. When this task and the perception interval are

released to crowdsourcing workers through authorized agen-

cies or publishing platforms, these crowdsourcing workers

located in the perception area will feed back the perception

results to the task publisher. In this process, in addition to some

necessary information, such as worker’s location information,

etc., it has to be provided to each other and the authorized

agency to complete the corresponding task. Other personal

information, such as the worker’s ID number and work unit,

etc., are at risk of being leaked. Therefore, the privacy protec-

tion [9] of crowdsourcing workers in the process of crowd-

sourcing task prediction is an urgent problem to be solved.

On the other hand, as a public distributed ledger, blockchain

has received extensive attention due to its openness and trans-

parency, data immutability, and privacy protection. The block-

chain is composed of a set of blocks in a peer-to-peer network,

and each block uses a consensus algorithm to maintain data

consistency. Each block is composed of a block header and a

block body, containing its serialized transaction data, and the

transaction hash value of all transactions on each block consti-

tutes each leaf node of the Merkel tree. Due to the stability of

the blockchain structure and the uniqueness of the block, the

blockchain has been widely used in spatial crowdsourcing [10].

Since malicious crowdsourcing workers will steal private

information carried by crowdsourcing tasks from the block-

chain by means of collusion, this will seriously hinder the

development of space crowdsourcing. Therefore, how to pro-

tect the data privacy of crowdsourcing tasks [11] through the

blockchain is also an open problem.

Based on the above analysis, this paper first proposes a

secure and efficient spatial crowdsourcing architecture (see

Fig. 1), which consists of a mobile crowdsourcing worker layer,

an intelligent spatial crowdsourcing task scheduling layer, and

a spatial crowdsourcing application layer. Specifically, the

intelligent crowdsourcing scheduling layer is not only responsi-

ble for allocating crowdsourcing tasks to mobile crowdsourc-

ing workers, where the blockchain is used for the storage and

release of crowdsourcing tasks, but also responsible for the pre-

diction of crowdsourcing tasks. Intelligent algorithms are

implemented on the basis of crowdsourced task data provided

by mobile crowdsourced workers. In addition, the smart crowd-

sourcing task scheduling layer can support applications such as

industrial equipment interconnection, industrial equipment

optimization, industrial equipment maintenance, and industrial

equipment tracking through reasonable prediction and alloca-

tion of crowdsourcing tasks.

Based on this architecture, we propose a Spatiotemporal

Prediction based Spatial Crowdsourcing strategy, named

SPSC, using both blockchain and artificial intelligence. The

main contributions of this paper are as follows:

1) In order to achieve efficient spatial crowdsourcing, we

use machine learning methods to predict the demand of

crowdsourcing tasks from historical crowdsourcing data.

In this way, the task release according to the predicted

value can effectively improve the performance of the

system. Specifically, we first analyze the historical task

data of crowdsourcing, such as crowdsourcing task

details, task attributes, environmental data and task com-

pletion, and the continuity in time and space. Then, given

the inaccurate time series prediction by the gated recur-

rent unit (GRU) when the sample sequence contains a

linear relationship or contains noise, while considering

that the variational autoencoder (VAE) can continuously

Fig. 1. The secure and efficient spatial crowdsourcing architecture.
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eliminate incorrect samples during the encoding, decod-

ing, and reconstruction of samples, both GRU and VAE

are combined for the prediction of crowdsourcing tasks.

2) In order to achieve privacy protection in spatial crowd-

sourcing, we first protect the data privacy of crowdsourc-

ing tasks by classifying crowdsourcing tasks and grouping

crowdsourcing workers. Specifically, considering that

different crowdsourcing tasks require crowdsourcing

workers with different credits, we combine blockchain

technology according to crowdsourcing tasks and crowd-

sourcing workers into multiple categories according to

their credit demands, and assign crowdsourcing tasks with

the corresponding credits, thereby reducing the risk of

crowdsourcing workers conspiring to steal private data of

crowdsourcing tasks. Secondly, we add noise to the histor-

ical task data of crowdsourcing to realize the privacy pro-

tection of crowdsourcing workers in the prediction of

crowdsourcing tasks. Specifically, we add a larger Lapla-

cian noise to the crowdsourcing task data with high credit

demand, and add a smaller Laplacian noise to the crowd-

sourcing task data with low credit demand, thus realizing

the differential privacy of crowdsourcing task data and

meanwhile protecting the privacy of crowdsourcing

workers.

3) Under the premise of protecting the privacy of historical

data and tasks, the strategy proposed in this paper pre-

dicts the appropriate number of tasks to be issued

through the analysis of historical data. And we verify

the performance of the proposed strategy SPSC on a

real dataset. Experimental results show that the pro-

posed SPSC performs well in terms of throughput,

latency, CPU utilization, memory utilization and pri-

vacy protection.

The organization of this paper is as follows. The related

work is introduced in Section II. Both system model and

attack model are given in Section III. The implementation of

the proposed SPSC is elaborated in Section IV. The perfor-

mance evaluation is conducted in Section V. We conclude this

paper in Section VI.

II. RELATED WORK

For the spatial crowdsourcing task allocation strategy, schol-

ars have carried out a lot of related research. Cheng et al. [12]

proposed task-priority greedy approach and game theoretic

approach with two optimization methods to quickly solve the

problem of how to assign workers to spatial tasks and achieve

high total cooperation quality scores. Yu et al. [13] modeled

the collaborative software task assignment problem in the

crowdsourced environment as the assignment optimization

problem, and integrates the three factors of worker capacity,

task module complexity and worker active time to establish

optimization goals. Based on the Hungarian algorithm, the

optimization problem is solved by introducing a collaborative

workgroup replacement strategy. Gao et al. [14] adopted truth

inference methods to iteratively infer the truth and qualities.

Based on the quality inference, this paper proposed a task

assignment problem called quality-bounded task assignment

with redundancy constraint. Different from traditional task

assignment problem, redundancy constraint is added to satisfy

the preliminaries of truth inference, which requires that each

task should be assigned a certain or more amount of workers.

Fan et al. [15] decomposed the task into phased sub-tasks

undertaken by different workers on the basis of considering the

worker’s access rights and task time and space constraints to

improve the probability of task completion. Wang et al. [16]

based on the Markov model and collaborative filtering model,

the similarities, trajectory prediction, dwell time, and trust

degree are considered to propose theMarkov and Collaborative

filtering-based Task Recommendation (MCTR) model. Then,

based on the Walrasian equilibrium, the optimum solution is

researched to maximize the social welfare of mobile crowd-

sourcing systems. Liu et al. [17] proposed a utility-aware heu-

ristic algorithm to address the task assignment problem, which

can maximize the overall utility with adequate computation

overhead. They further proposed a set of optimization techni-

ques to enhance the design.

At present, there are some researches on crowdsourcing task

allocation and privacy protection. Zeng et al. [18] proposed a

novel bilateral privacy-preserving and accurate task assign-

ment framework in fog-assisted MCS, called BRAKE. Specifi-

cally, they utilized the multisecret sharing scheme to preserve

location privacy in the MCS task assignment, where tasks and

workers only need to provide the secret shares of their real loca-

tion information to fog nodes. Moreover, they considered

distance-oriented and time-oriented tasks for assignment opti-

mization and proposed an adaptive top-k worker selection algo-

rithm to accurately select the most suitable workers. Zhao

et al. [19] proposed a bilateral privacy-preserving Task Assign-

ment mechanism for MCS (iTAM), which protects not only the

task participants privacy but also the task requesters privacy

and can minimize the travel distance. Furthermore, the strategy

provides both equality and range constraints of task assignment

by utilizing the Paillier cryptosystem. To accommodate the

multiple relations between the task participants and the task,

they proposed the single/multiple task participants selection

problems for a task requiring task participants to compete and

cooperate. Yuan et al. [20] proposed a privacy-preserving

framework without online trusted third parties. They devised a

grid-based location protection method, which can protect the

locations of workers and tasks while keeping the distance-

aware information on the protected locations such that they can

quantify the distance between tasks and workers. They still pro-

posed an efficient task assignment algorithm, which can

instantly assign tasks to nearby workers on encrypted data. To

protect the task content, they leverage both attribute-based

encryption and symmetric-key encryption to establish secure

channels through servers, which ensures that the task is deliv-

ered securely and accurately by any untrusted server. Wu

et al. [21] introduce a fog-assisted SC architecture, in which

many fog nodes deployed in different regions can assist the SC-

server to distribute tasks and aggregate data in a privacy-aware

manner. Specifically, a privacy-aware task allocation and data

aggregation scheme (PTAA) is proposed leveraging bilinear
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pairing and homomorphic encryption. Zhang et al. [22] propose

fog-assisted privacy-preserving task allocation in crowdsourc-

ing by means of the advantages of fog computing, which can

not only achieve privacy protection of both the task and the

worker but also alleviate the workers’ computational burden by

offloading partial computation to the fog node. By applying

threshold secret sharing technology, the proposed scheme ena-

bles that only workers satisfying task requirements can decrypt

the task content, which achieves the verification of the workers’

ability and resists the attacks of the greedy workers. Hao

et al. [23] propose a privacy preserving interest-ability based

task allocation scheme in crowdsourcing, which protects both

task and worker privacy and enables the crowdsourcing server

to allocate tasks in a fine-grained way. Specifically, by utilizing

attribute-based encryption (ABE) and proxy re-encryption

based searchable encryption (PRE-SE) on the task content and

task tags respectively, customers are able to enforce fine-

grained ability requirements on their tasks, and workers can

specify flexible interests to choose their desired tasks. Wang

et al. [24] propose a new algorithm, which can improve the effi-

ciency of task allocation by disturbing the location of workers

and task requesters through k-anonymity, to improve the task

allocation efficiency of spatial crowdsourcing in the case of

large task quantity and improve the degree of privacy protec-

tion for workers. Yang et al. [25] also used the distributed con-

sensus blockchain to complete the release of the group

intelligence perception task of privacy protection, and this kind

of collaboration may reduce the success rate of privacy protec-

tion due to the willingness of users to collaborate. Wu

et al. [26] proposed PETA, a privacy-preserving edge task

assignment framework for MCS, leveraging the powerful edge

servers deployed between users and the platform to cluster and

manage users according to user attributes. Furthermore, group

signature is employed by PETA to anonymize and verify user

identities for privacy-preserving task assignments.

Although the above research can provide efficient spatial

crowdsourcing task allocation, there are still the following

problems. First of all, how to use spatial crowdsourced histori-

cal task data with their temporal and spatial continuities for pre-

diction of spatial crowdsourced missions should be considered.

Second, how to protect the data privacy of crowdsourcing tasks

and the privacy of crowdsourcing workers in spatial crowd-

sourcing? Third, how to combine blockchain technology and

machine learning technology to improve the efficiency of spa-

tial crowdsourcing task allocation? In order to solve these prob-

lems, this paper proposes a spatiotemporal prediction based

spatial crowdsourcing strategy (SPSC) using both blockchain

and artificial intelligence.

III. SYSTEM MODEL

Crowdsourcing tasks often need to specify the task location,

and the crowdsourcing task distribution platform needs to con-

sider the distance between the current location of the crowd-

sourcing worker and the task location to ensure that the

crowdsourcing worker can arrive at the task location within the

specified time. If the crowdsourcing task distribution platform

does not assign crowdsourcing tasks for a long time or crowd-

sourcing workers do not arrive at the task location within the

specified time, users may cancel the tasks and reduce user satis-

faction. Only after the crowdsourcing workers arrive at the task

location can they obtain the benefits of task completion, and

the current space-time environment will affect whether they

can successfully receive the next task in the follow-up process.

According to above analysis, we give the following definitions.

1) Spatial Crowdsourcing Task: Let T be the task set in the

space crowdsourcing and ti 2 T be the crowdsourcing

spatial task in the set T represented by a seven tuples,

i.e., ti ¼< ps; pe; ts; tf ; tc; ty; c > , seven tuples for

the, where ps represents the start position of the task; pe
represents the end position; Tt represents the submission

time of the task; tf represents the failure time of the task;

tc represents the time required to complete the task; ty
represents the task type, and different types of tasks need

workers with different abilities to complete; c represents
the credit requirement of the task, different types of

crowdsourcing tasks require crowdsourcing workers of

different credits. Workers can perform the task normally

when they reach the starting position ps before the expi-
ration time tS þ tf , and can complete the task only when

it takes time to reach the position pe.
2) Spatial Crowdsourcing Worker: LetW denote the set of

workers in spatial crowdsourcing and wi 2 W be a

worker of set W represented by a seven tuple, i.e., wi ¼
< Id; pc; tr; tw; sk; r; C > , where Id represents the

worker’s identification; pc represents the worker’s cur-

rent location; tr represents the time when the worker

starts to accept the task; tw represents the worker’s con-

tinuous working time; sk represents the worker’s skills

indicating the type of task they are good at and the

crowdsourcing task allocation platform will prioritize

the tasks that the workers are inclined to for the

improvement on the quality of task completion; r repre-
sents the working radius of the workers, and the workers

will accept the tasks within their working radius. C rep-

resents the credit level of the crowdsourcing worker,

workers of different levels can only receive the crowd-

sourcing tasks required by the corresponding level.

Under this model, workers have working hours, and

they need to accept tasks within the specified time.

However, tasks require workers to spend time and the

completion of tasks is accompanied by the movement

of spatial positions.

In view of the above system model, this paper considers the

following security threats in spatial crowdsourcing, namely

the data privacy leakage of spatial crowdsourcing tasks and

the privacy leakage of spatial crowdsourcing workers.

On the one hand, the data privacy leakage of the spatial

crowdsourcing tasks is caused by malicious crowdsourcing

workers launching a collusion attack. This is because different

spatial crowdsourcing tasks contain a small amount of private

information about the task publisher. If a large number of

malicious crowdsourcing workers conspire, they can almost

restore the private information they obtained to the complete
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private information of the task publisher, which will inevitably

prevent the task publisher from continuing to publish spatial

crowdsourced tasks. On the other hand, the prediction of spa-

tial crowdsourcing tasks requires historical data of crowd-

sourcing tasks, and these data contain the private information

of crowdsourcing workers. Once these data are leaked, it will

seriously affect the participation of crowdsourcing workers in

crowdsourcing tasks.

IV. THE IMPLEMENTATION OF THE PROPOSED SPSC

Task allocation is the core issue of spatial crowdsourcing,

and crowdsourcing task prediction can greatly improve the

efficiency of task allocation [27]. In this paper, the gated

recurrent unit and the variational autoencoder are combined to

predict the spatial crowdsourcing task based on the spatial

crowdsourcing historical task data with temporal and spatial

continuity. In response to the leakage of data privacy of

crowdsourcing tasks and the privacy of crowdsourcing work-

ers in spatial crowdsourcing, this paper combines the block-

chain technology to protect the data privacy of crowdsourcing

tasks through the classification of crowdsourcing tasks and the

grouping of crowdsourcing workers. Specifically, in our previ-

ous work, we added a security level attribute to the block

header so that only tasks of the same level can be placed in the

block. Similarly, only workers of the same level can receive

and view the corresponding task content. Then add different

Laplacian noises to crowdsourcing task data with different

credit requirements to protect the privacy of crowdsourcing

workers. Thereby, as shown in the Fig. 2, the proposed SPSC

should include the following two modules, namely the block-

chain based crowdsourcing task allocation module and the

crowdsourcing task prediction module.

A. Blockchain Based Crowdsourcing Task Allocation

Blockchain is a new application mode of computer technol-

ogy such as distributed data storage, point-to-point transmis-

sion, consensus mechanism, and encryption algorithm. It is

essentially a decentralized database, and as the underlying tech-

nology of Bitcoin, it is a series of data blocks generated using

cryptographic methods. Each data block contains a batch of

Bitcoin network transaction information, which is used to

verify the validity of the information and generate the next

block. As a distributed shared ledger and database, the block-

chain has the characteristics of decentralization, non-tamper-

ing, full trace retention, traceability, collective maintenance,

openness and transparency, etc. These characteristics ensure

the “honesty” and “transparency” of the blockchain, to lay the

foundation for the blockchain to create trust.

Based on the above analysis, we use the blockchain as a dis-

tribution platform for spatial crowdsourcing tasks. That is, the

spatial crowdsourced task publisher publishes the crowdsourced

task on the blockchain, and the crowdsourced worker applies for

the task from the blockchain and finally submits the task data to

the crowdsourced task publisher through the blockchain. Con-

sidering that malicious crowdsourcing workers may steal pri-

vate data in crowdsourcing tasks through collusion attacks, the

classification of crowdsourcing tasks and grouping of employ-

ees has proved to be an effective means to resist collusion

attacks of crowdsourcing workers. Based on our previous

works [28], we have increased the number of crowdsourced

task classifications and corresponding crowdsourced worker

groups, that is, increased from the original three categories to

six and nine categories. According to the proof given in litera-

ture [29] about the use of task classification and employee

grouping to achieve data privacy protection, increasing the

number of classifications can greatly reduce the chance of mali-

cious crowdsourcing workers colluding. For each crowdsourc-

ing worker, when a crowdsourcing task is posted on the

blockchain, if the worker’s credit meets the credit requirements

of the crowdsourcing task, then the crowdsourcing worker can

apply for the task. However, whether the crowdsourcing task

can be successfully applied depends on whether the skills of the

crowdsourcing worker meets the type of the crowdsourcing

task. If it meets the requirements, the publisher of the crowd-

sourcing task will sign the smart contract on the crowdsourcing

task with the crowdsourcing worker.

Smart contract is used to supervise every transaction

between task publishers and crowdsourcing workers, which

can effectively prevent any party from denying and deceiving

related transactions. In our strategy, the smart contract

includes contract for publishing tasks, contract for applying

for tasks, and contract for submitting task data. First, contract

for publishing tasks means that the task publisher specifies

various data in the seven tuples ti through the system, and

then the smart contract automatically records the above infor-

mation and creates a task agreement. Second, contract for

applying for tasks means that when a crowdsourcing worker

applies for a task that matches his own level, the worker will

judge whether the distance between his current position pc and
the starting position ps of the task is less than his working

radius r, and at the same time, the worker will judge whether

the type of the task ty is within the worker’s own skill sk. If all
the above conditions are met, the worker will sign the task

with his private key signðwti
i Þ to ensure that the payment can

be correctly allocated to the worker’s account after the task is

completed, and the contract to apply for the task will monitor

and record the relevant information of the worker in the above

process, including basic worker information wi, worker credit

Fig. 2. The workflow of SPSC.
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C, worker’s account address Awi
, and worker’s private key

signature signðwti
i Þ. Third, contract for submitting task data

refers to the upload of the related data Dwi
after completing

the task. The worker needs to sign it with the private key

signðDwi
Þ, and then encrypt it with the public key of the task

publisher to ensure the task publisher can use his private key

for decryption. The above content is the entire smart contract

agreement process.

B. Crowdsourcing Task Prediction

Before using crowdsourced data with temporal and spatial

continuity for spatial crowdsourced task prediction, we need

to add noise to historical crowdsourced task data to achieve its

differential privacy, thereby protecting the privacy of crowd-

sourcing workers.

1) Privacy Protection of the Historical Crowdsourcing

Task Data: Differential privacy adds an appropriate amount

of noise to the statistical results to ensure that the modification

of an individual record in the data set will not have a signifi-

cant impact on the statistical results, thereby meeting the

requirements of privacy protection. Even if the attacker has

control of all other data records except one piece of data, dif-

ferential privacy can still prevent the attacker from analyzing

the piece of data that he does not have, effectively avoiding

the problem of privacy leakage caused by data release. We

then give the definitions of the differential privacy and the

Laplace distribution.

Definition 1: Set a random algorithm M, PM is the set of

all possible outputs of M. For any two adjacent data sets D
andD0 and any subset SM of PM , if algorithm M satisfies:

Pr½MðDÞ 2 SM � � e� � Pr½MðD0Þ 2 SM �; (1)

then it preserves �-differential privacy.
Definition 2: Set a random variable x, if the probability dis-

tribution function of x satisfies:

fðxjm; bÞ ¼ 1

2b
exp � jx� mj

b

� �
; (2)

then it follows the (m, b) Laplace distribution, that is

x � Laplaceðm; bÞ.
It can be proved that if we add independent Laplacian noise

to each crowdsourced historical task data by setting m ¼ 0
and b ¼ 1

� , then the crowdsourced historical task data will

have �-differential privacy. In the process of adding Laplacian

noise, the smaller the � is, the higher the privacy protection

degree is, otherwise the privacy protection degree is relatively

low. Note that we add different levels of Laplacian noises to

different crowdsourcing task data, i.e., a relatively high level

of Laplacian noises will be added to the crowdsourcing task

data with higher credit requirements.

2) VAE-GRU Based Crowdsourcing Task Prediction: The

LSTM network is developed from the recurrent neural net-

work (RNN). The simple RNN network has a memory func-

tion, but it also has a long-term dependence problem. The

LSTM model is dedicated to solving the problem of long-term

dependence. Its basic idea is to introduce a gating device to

deal with the memory/forgetting, input level, and output level

of the memory unit [30]. Because gate control is also a neural

network, the learning of neural network parameters in gate

control can let the machine know when to remember certain

information and when to discard certain information. Com-

pared with LSTM, the use of GRU can achieve considerable

results, and is easier to train in comparison, which can greatly

improve training efficiency.

GRU introduces the concept of reset gate and update gate.

Therefore, the calculation method of the hidden state in the

recurrent neural network is modified. The inputs of the reset

gate and the update gate in the GRU are the current time step

input Xt and the previous time step hidden state Ht�1, and the

output is calculated by the fully connected layer whose activa-

tion function is the sigmoid function. Specifically, assuming

that the number of hidden units is h, the small batch input

Xt 2 Rn�d (the number of samples is n, the number of inputs

is d) at a given time step t and the hidden state at the previous

time step Ht�1 2 Rn�h. The calculation of reset gate Rt 2
Rn�h and update gate Zt 2 Rn�h is as follows:

Rt ¼ sðXtWxr þHt�1Whr þ brÞ; (3)

Zt ¼ sðXtWxz þHt�1Whz þ bzÞ; (4)

where Wxr;Wxz 2 Rd�h and Whr;Whz 2 Rh�h are weights,

and br; bz 2 R1�h are biases. If the value of the element in the

reset gate is close to 0, it means that the corresponding hidden

state element is reset to 0, that is, the hidden state of the previ-

ous time step is discarded. If the element value is close to 1, it

means that the hidden state of the previous time step is

retained. Then, the result of the element-wise multiplication is

connected with the input of the current time step, and the can-

didate hidden state is calculated through the fully connected

layer containing the activation function tanh, and the value

range of all elements is ½�1; 1�. Specifically, the candidate hid-
den state Ht 2 Rn�h at time step t is calculated as

Ĥt ¼ tanhðXtWxh þ ðRt �Ht�1ÞWhh þ bhÞ; (5)

where Wxh 2 Rd�h and Whh 2 Rh�h are weights, and bh 2
R1�h is the bias. Finally, the calculation of the hidden stateHt 2
Rn�h at time step t is based on the update gate Zt of the current

time step, the hidden stateHt�1 at the previous time step and the

candidate hidden state Ĥt at the current time step as:

Ht ¼ Zt �Ht�1 þ ð1� ZtÞ � Ĥt: (6)

VAE is an unsupervised generative network model, which

consists of two parts: encoder and decoder. The encoder is

used to learn the distribution of training data and generate

compression values of the training data, and the decoder

reconstructs the compressed data to reconstruct high-quality

data to eliminate interference samples. The encoder learns the

distribution of the input data, maps the input data to the mean

m and standard deviation s of the data distribution, and sam-

ples � in the standard normal distribution to generate the latent
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variable Z, i.e., Z ¼ mþ s � �. In VAE, the network is opti-

mized by maximizing evidence lower bound Lb as

Lb ¼ EqfðzjxÞlog puðxjzÞ �DKLðqfðzjxÞjpuðzÞÞ; (7)

where EqfðzjxÞð�Þ is the log-likelihood estimate of the posterior

probability of x, representing the reconstruction probability;

DKLð�Þ is the KL divergence, used to measure the difference

between the approximate posterior distribution and the standard

Gaussian distribution.We design a VAE-GRUmodel for crowd-

sourcing task prediction based on VAE, and the structure is

shown in Fig. 3. The input of the VAE-GRUmodel in the figure

is the historical task data X of each level added with Laplacian

noise, and then the GRU is used to predict the time series data,

and then the VAE is used to reconstruct the data to improve the

data accuracy. Finally, output a more accurate prediction

sequence X0. We replace the BP neural network layer in the

VAE encoder and decoder with the gate control unit GRU. This

not only avoids the disappearance of the gradient in the feature

extraction process of the crowdsourced historical task data, but

also better encodes and decodes the spatiotemporal sequence

information. Therefore, the prediction of time series data can be

realized by GRU, and then the data can be reconstructed by

VAE, thereby improving the accuracy of the data, so as to realize

the prediction of crowdsourcing tasks.

V. PERFORMANCE EVALUATION

A. Experiment Setup

The proposed SPSC is implemented on a Hyperledger Fab-

ric1.2-based simulator, which is available at https://github.

com/hyperledger/fabric#releases. The physical machine runs

with 16 G of memory, the Intel Core i7 processor with a fre-

quency of 3.2GHZ is equipped with a 64-bit win10 system,

and a VMware Workstation 14 Pro with 4 GB running mem-

ory and 2 processors of Ubuntu system. We use the Four-

square dataset [31] in this experiment, which contains

2,153,471 users, 1,143,092 places, 1,021,970 check-ins,

27,098,490 social relationships, and 2,809,581 ratings

assigned by users to places and all these data including anony-

mous users’ information and geographic locations recorded

are extracted by the public API from Foursquare applications.

In this dataset, each user has a unique ID and geospatial loca-

tion of the user’s hometown, while each place has a unique ID

and Geospatial location. On this basis, each check-in contains

a unique ID, a user ID and a place ID. Moreover, there are rat-

ings about how much users like a particular place. We divide

the Foursquare dataset to generate a set of spatial crowdsourc-

ing tasks of different levels, in which the highest level of tasks

have the highest credit requirements and vice versa.

B. Performance Metrics

We first validate the performance of the SPSC in terms of sys-

tem throughput, transaction latency, CPU usage and memory

usage, considering the send rate. Then, we compare the perfor-

mance of the SPSC with the baseline approaches BPDC [28] in

terms of privacy protection, considering the number of crowd-

sourcing workers and the percentage of malicious crowdsourcing

workers.

	 System Throughput: A better throughput of the crowd-

sourcing system is attributed to a higher transaction

processing speed.

	 Transaction Latency: A better transaction processing

capacity contributes to a lower latency in crowdsourcing.

	 CPU Usage: A lower CPU usage will decrease the com-

putation burden of crowdsourcing workers.

	 Memory Usage: The performance of a crowdsourcing

system partially depends on the memory usage.

	 Privacy Protection: A well-designed crowdsourcing

mechanism should be of privacy protection.

C. Experiment Results

1) System Throughput: We first evaluate the throughput of

the proposed strategy SPSC under different transaction sending

rates. The throughput of each transaction number tx under dif-

ferent classifications are shown in Fig. 4(a), (c), (e). Seen from

the results in Fig. 4(a), we find that when the transaction num-

ber is 2500, 3000 and 3500, the system throughput at different

send rates is relatively close. Furthermore, the throughput of

the system has basically maintained a stable and high level. For

example, in Fig. 4(a), when T ¼ 3 and the sending rate is

200tps, the throughputs of the transaction number tx of 2500,

3000 and 3500 are 93tps, 94tps and 100tps, respectively. In

Fig. 4(c), when T ¼ 6 and the sending rate is 250tps, the

throughputs of the transaction number tx 2500, 3000 and 3500

are 92tps, 94tps and 96tps, respectively. Moreover, in Fig. 4(e),

when T ¼ 9 and the sending rate is 150tps, the throughputs of

Fig. 3. VAE-GRU based crowdsourcing task prediction.
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the transaction number tx of 2500, 3000 and 3500 are 89tps,

90tps and 89tps, respectively.

2) Transaction Latency: We compare the transaction

latency at different transaction sending rates, and the test

results are shown in Fig. 4(b), (d), (f). Observed from the

result in Fig. 4(b), we find that the higher the transaction send-

ing rate, the longer the latency. Meanwhile, as the numbers of

transactions continues to increase, the corresponding latency

is also increase. For example, in Fig. 4(b), when T ¼ 3 and

the sending rate is 300tps, the transaction latency of the trans-

action number tx of 2500, 3000, and 3500 are 16.14 s, 21.47 s

and 23.45 s, respectively. In Fig. 4(d), when T ¼ 6 and the

sending rate is 200tps, the transaction latency of the transac-

tion number tx of 2500, 3000, and 3500 are 15.74 s, 17.04 s

and 20.33 s, respectively. Furthermore, in Fig. 4(f), when T ¼
9 and the sending rate is 400tps, the transaction latency of the

transaction number tx of 2500, 3000, and 3500 are 19.20 s,

24.70 s and 25.54 s, respectively.

Both system throughput and transaction latency shown in

Fig. 4 suggest that the proposed SPSC achieves excellent sys-

tem performance and it can be applied to various crowdsourc-

ing applications.

3) CPU Usage: We compare the CPU usage at different

transaction sending rates, and the test results are shown in

Fig. 5(a)–(c). As shown in Fig. 5(a), we know that a higher the

transaction number contribute to a higher CPU usage as we

expected. In addition, as the sending rate increases, the CPU

usage also shows an upward trend. For example, in Fig. 5(a),

when T ¼ 3 and the sending rate is 100tps, the CPU usage of

the transaction number tx of 2500, 3000, and 3500 are 14.22%,

14.43% and 14.52%, respectively. In Fig. 5(b), when T ¼ 6
and the sending rate is 350tps, the CPU usage of the transaction

Fig. 4. Throughput and transaction latency of SPSC under different classifications.

Fig. 5. CPU usage of SPSC under different classifications.
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number tx of 2500, 3000, and 3500 are 13.30%, 13.49% and

13.53%, respectively. In Fig. 5(c), when T ¼ 9 and the sending
rate is 200tps, the CPU usage of the transaction number tx of

2500, 3000, and 3500 are 15.42%, 19.59% and 20.82%,

respectively.

4) Memory Usage: According to the number of tasks(tx)
predicted by SPSC, we also test the memory usage at different

transaction sending rates, and the test results are shown in

Fig. 6(a)–(c). Observed from the result in Fig. 6(a), we find that

as the sending rate and the number of participating crowdsourc-

ing workers increases, the memory usage will also increase.

For example, in Fig. 6(a), when T ¼ 3 and the sending rate is

250tps, the memory usage of the transaction number tx of

2500, 3000, and 3500 are 125.6 MB, 131.4 MB and 137.1 MB,

respectively. In Fig. 6(b), When T ¼ 6 and the sending rate is

300tps, the memory usage of the transaction number tx of

2500, 3000, and 3500 are 130.3 MB, 136.1 MB and 144.6 MB,

respectively. Furthermore, in Fig. 6(c), when T ¼ 6 and the

sending rate is 400tps, the memory usage of the transaction

number tx of 2500, 3000, and 3500 are 135.3 MB, 142.9 MB

and 145.9MB, respectively.

The memory usage shown in Fig. 6 and the CPU usage

shown in Fig. 5 indicate that the proposed SPSC performs

excellently in various crowdsourcing scenarios.

5) Privacy Protection: We compare the degree of privacy

protection of the proposed SPSC under different classifica-

tions with the baseline approach BPDC [28], and the results

are shown in Fig. 7. The comparison of the privacy measures

in the two strategies mentioned above is also shown in the

Table I. First, we use a random function to generate the possi-

bility of a malicious user leaking privacy in each category as

test parameters. In Fig. 7(a), we set the proportion of mali-

cious users to 30%, and then compare the degree of privacy

leakage of different categories with different numbers of

users. We can see clearly from Fig. 7 that as the number of

users continues to grow, the degree of privacy leakage is also

increasing. In Fig. 7, T1 ¼ 3 represents the privacy protection

degree of the proposed SPSC, T2 ¼ 3 represents that of the

baseline approach. We also can see that in the case of T ¼ 3,
the degree of privacy leakage of either approach is very close.

However, SPSC still consider to divide crowdsourcing workers

into six categories and nine categories. As shown in this figure,

when crowdsourcing workers are classified into six or nine cat-

egories, the degree of privacy protection is better than when

they are classified into three categories. We also find that the

degree of privacy leakage is the highest when crowdsourcing

Fig. 6. Memory usage of SPSC under different classifications.

Fig. 7. Comparison of privacy protection.

TABLE I
COMPARISON OF PRIVACY MEASURES IN DIFFERENT STRATEGIES
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workers are classified into three categories, and the degree of

privacy leakage is the lowest when users are classified into nine

categories. For example, when the number of crowdsourcing

workers reaches 600, the degree of privacy leakage approaches

37:76%, 10:39%, and 3:22% with T ¼ 3, T ¼ 6, and T ¼ 9,
respectively. In Fig. 7(b), we set the number of participating

users to 1,000, and then compare the degree of privacy protec-

tion under different proportions of malicious crowdsourcing

workers. The degree of privacy protection for each approach,

when T ¼ 3, is still very close to each other, but that of T ¼ 6
and T ¼ 9 of SPSC is significantly better than that of T ¼ 3 of
the baseline. For example, when the proportion of malicious

crowdsourcing workers is 20%, the corresponding degree of

privacy leakage when T ¼ 3, T ¼ 6, and T ¼ 9 are 29:41%,

6:49%, and 1:81%, respectively. As a result, although SPSC

performs no better than the baseline when T ¼ 3, the advantage
of SPSC over the baseline in terms of privacy protection

emerges when crowdsourcing workers are divided into six and

nine categories.

6) Performance Comparison Between Predicting the Num-

ber of Tasks and Not Predicting: After the strategy proposed

above predicts the number of tasks, the task releaser then pub-

lishes tasks according to this value accurately. On this basis,

the above has carried out corresponding tests on the system

performance under different predicted values. Next, we will

compare the two cases of predicting the number of tasks in

advance and not predicting. As shown in the Table II, this

paper compares system performance under the experimental

parameters of T ¼ 3 and predicted value tx ¼ 3000. When

the system does not have the function of task number predic-

tion, the task releaser will blindly send different numbers of

tasks to the system, resulting in poor task completion. From

the Table II, we can clearly see that when there is no predicted

value and the task releaser sends 4000 tasks to the system at

once. Obviously, the throughput, latency, CPU utilization, and

memory utilization of the system at this time are inferior to

the situation with predictive value. For example, the through-

put of tx ¼ 3000 and tx ¼ 4000 differs by 20tps at different

send rates, and tx ¼ 3000 is always better than tx ¼ 4000.
Next, the latency of tx ¼ 4000 is longer than tx ¼ 3000.
When the send rate is 100tps, the maximum latency gap is

6.33 s. Then, when the send rate is 400tps, the CPU utilization

of tx ¼ 4000 is almost twice that of tx ¼ 3000. Finally, the
memory utilization of tx ¼ 4000 is almost 1.2 times that of

tx ¼ 3000. In summary, sending the corresponding number of

tasks according to the predicted value can not only improve

the work efficiency of the task releasers, but also improve the

performance of the system.

What’s more, the SPSC proposed in this paper can effec-

tively improve the performance of spatial crowdsourcing sys-

tems for the following reasons. The task prediction model

proposed in this paper can effectively control the number of

tasks in the application after predicting the number of tasks,

and the value is an optimal prediction based on the current sta-

tus of task receivers and task publishers. Therefore, compared

with the case of no predicted value, that is, the task publishers

publish tasks at will regardless of the actual situation [32], the

strategy proposed in this paper can significantly improve the

performance of traditional spatial crowdsourcing systems.

VI. CONCLUSION

Nowadays, spatial crowdsourcing can well complete the task

allocation and data transmission in IIoT. It can not only allocate

tasks reasonably, but also effectively protect the privacy infor-

mation in the data transmission process. In this paper, we pro-

pose a spatiotemporal prediction based spatial crowdsourcing

strategy (SPSC) using both blockchain and artificial intelli-

gence. In SPSC, machine learning methods are used to predict

the demand of crowdsourcing tasks from the historical crowd-

sourcing data. Specifically, the continuity in time and space of

the historical task data of crowdsourcing is analyzed. Then,

given the problem of inaccurate time series prediction by the

GRU when the sample sequence contains a linear relationship

or contains noise, while considering that the VAE has the

advantage in eliminating incorrect samples during the encod-

ing, decoding, and reconstruction of samples, the GRU and

VAE based crowdsourcing task prediction method is devel-

oped. To achieve privacy protection in spatial crowdsourcing,

the data privacy of crowdsourcing tasks is realized by classify-

ing crowdsourcing tasks and grouping crowdsourcing workers

using the blockchain. That is, crowdsourcing tasks are released

on the blockchain such that crowdsourcing workers can only

apply for the tasks of the corresponding credits to prevent

crowdsourcing workers from conspiring to steal private crowd-

sourcing task data. Moreover, Laplacian noises are introduced

to realize the differential privacy of crowdsourcing task data

and meanwhile protecting the privacy of crowdsourcing work-

ers. We conduct the validation experiment on a real dataset and

the experimental results show that the proposed SPSC performs

TABLE II
PERFORMANCE COMPARISON BETWEEN PREDICTING THE NUMBER OF TASKS AND NOT PREDICTING
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well in terms of throughput, latency, CPU utilization, memory

utilization and privacy protection. To sum up, this paper mainly

solves the problem of crowdsourcing task demand forecasting,

but in order to achieve privacy protection, the classification

process of crowdsourcing tasks and workers cannot be ignored.

Based on this, in the follow-up work, we will focus on the clas-

sification strategy of crowdsourcing tasks and workers, that is,

to achieve the optimal partitioning strategy in different regions,

so as to obtain a more efficient crowdsourcing strategy.
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