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Abstract—The traditional healthcare is overwhelmed by the
processing and storage of massive medical data. The emergence
and gradual maturation of Internet-of-Things (IoT) technolo-
gies bring the traditional healthcare an excellent opportunity to
evolve into the IoT-enabled healthcare of massive data storage
and extraordinary data processing capability. However, in IoT-
enabled healthcare, sensitive medical data are subject to both
privacy leakage and data tampering caused by unauthorized
users. In this article, an attribute-based secure access control
mechanism, coined (SACM), is proposed for IoT-Health utiliz-
ing the federated deep learning (FDL). Specifically, we manage
to discover the relationship between users’ social attributes and
their trusts, which is the trustworthiness of users rely on their
social influences. By applying graph convolutional networks to
the social graph with the susceptible-infected—recovered model-
based loss function, users’ influences are obtained and then are
transformed to their trusts. For each occupation, users’ trusts
allow them to access specific medical data only if their trusts
are higher than the corresponding threshold. Then, the FDL is
applied to obtain the optimal threshold and relevant access con-
trol parameters for the improvement of access control accuracy
and the enhancement of privacy preservation. The experimental
results show that the proposed SACM achieves accurate access
control in IoT-enabled healthcare with high data integrity and
low privacy leakage.

Index Terms—Access control, federated learning, graph con-
volutional networks (GCNs), Internet-of-Things (IoT)-enabled
healthcare, social attributes.
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I. INTRODUCTION

ITH the outbreak of the new coronavirus, the exist-
W ing healthcare system is facing huge challenges in data
processing and storage [1], [2]. As the solution, Internet-of-
Things (IoT) technology is the core of future smart healthcare.
IoT realizes intelligent identification, access control, data
processing by comprehensively applying sensor technology,
network technology, artificial intelligence technology [3], etc.,
to the entire healthcare management for information exchange
and communication, so as to establish a real-time, efficient,
and secure reinforced healthcare (IoT-Healthcare) [4], [5].
However, in IoT-Health, there exist serious privacy leakage
problem and data tampering problem [6], both of which are
caused by medical data access from unauthorized personnel.
That suggests the significance of secure access control for
important medical data.

The identity-based access control mechanisms used in tradi-
tional centralized computing environments, such as role-based
access control (RBAC) and access control lists (ACLSs), can
only solve the security problems, i.e., privacy leakage and data
tampering, of specific systems to a certain extent. Distributed
access control of medical data in an open environment poses
severe challenges to traditional access control models and
mechanisms. For example, how to authenticate and autho-
rize resource requesters based on their identities and how to
solve the interoperability problem between different security
systems based on centralized access control models. Compared
with RBAC and ACL, attribute-based access control (ABAC)
relies on the authorization of the subject’s attributes and is
an effective way to establish trust relationships between unfa-
miliar parties. In ABAC, attributes of related entities (such as
subjects, resources, and environments) are used as the basis
for authorization, rather than identities only. Thereby, ABAC
is particularly suitable for authorization and access control
in open and distributed medical systems. Plenties of ABAC
mechanisms have been investigated for decades. Apart from
the access control mechanism that utilizes the attribute-based
encryption [7], the trust-based one [8] applies to medical
data access control, i.e., the doctor of a higher trust should
be granted the authority to access patients’ medical data.
However, the proper trust evaluation is an open problem.

Note that users’ trusts are closely related to their social
influences. This is because social activities usually take place
between users of high social similarities [9]. Besides, influ-
ential users are more trustworthy due to the fact that the
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Fig. 1. GCN and federated learning-based access control architecture for
IoT-health.

participation in any malicious activity might contribute to
serious influence degradation. In [10], a user’s influence iden-
tification model InfGCN that integrates social data, graph
convolutional networks (GCNs), and susceptible—infected—
recovered (SIR) model is proposed. However, InfGCN dis-
regards the construction of the social network about users.
Moreover, the trust-based access control demands of the
access control threshold are elaborately designed for privacy
protection and data integrity preservation.

Based on the above analysis, we give a secure access control
architecture (see Fig. 1) based on machine learning technolo-
gies [11] for IoT-Health. This architecture can be divided
into three layers: 1) the IoT-Health application layer; 2) the
edge access control layer; and 3) the intelligent terminal layer.
Specifically, the edge access control layer is composed of trust
generation servers and access control servers responsible for
granting users specific authorities and dealing with data access
requests using machine learning technologies (i.e., GCN and
federated learning) to support a variety of loT-healthcare
applications with data provided by intelligent terminals [12].

Based on this architecture, in this article, we propose
an attribute-based secure access control mechanism, named
(SACM), for IoT-Health using federated deep learning (FDL).
The main contribution of this article is summarized as follows.

1) To achieve the secure access control, we grant each user

a unique authority to specific medical data. Specifically,
we introduce the social network about users, in which
each edge weight represents the connection probability
of a specific pair of users according to social similarities.
Then, the adjacent matrix of the neighbor graph of each
user in the social network and the corresponding features
of each node (i.e., the degree centrality, the betweenness
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centrality, the closeness centrality, and the eigenvector
centrality) are used as the input of the GCN that employs
the SIR-based loss function to obtain the user’s influence
and the trust. Based on the trust and occupation of the
user, a specific authority is given for access control.

2) To improve the access control accuracy, we adopt
the FDL to learn relevant access control parameters.
Specifically, by integrating the federated learning frame-
work and the deep reinforcement learning method (i.e.,
Twin Delayed Deep Deterministic policy gradient algo-
rithm TD3), the access control threshold is learned,
considering the privacy preservation of patients and the
integrity maintenance of medical data, and the accuracy
of access control is significantly improved.

3) The validation experiment is conducted on the real data
set. The experimental results indicate that the proposed
SACM can achieve secure access control on users in IoT-
Health with high data integrity and low privacy leakage.

The remainder of this article is organized as follows. The

related work is presented in Section II. Both system model and
attack model are introduced in Section III. The implementa-
tion details of the proposed SACM are given in Section IV.
The performance of the SACM is evaluated in Section V. We
conclude this article in Section VI.

II. RELATED WORK

There is an increasing interest in the access control problem
for IoT-Healthcare and many excellent works have been
proposed. Yang et al. [13] solved the problem of accessing
encrypted medical data by proposing both ABAC policy and
break-glass access control policy. The ABAC only requires
workers to satisfy the specific attribute set for medical data
access, while the timely access is supported by the break-glass
mechanism. Roy et al. [14] proposed a fine-grained access
control mechanism for cloud computing-enabled healthcare.
They also provide a provable authentication mechanism for
user access control. In [15], the collusion-resistant access
control in ehealth is achieved by Edemacu et al. for secure
medical data sharing with the consideration of the revoca-
tion of attributes and users. Liu er al. [16] developed a
multiauthority-based access control mechanism for medical
services in healthcare. This mechanism is lightweight against
collision attack for privacy preservation. Zhang et al. [17]
achieved the fine-grained access control for the e-healthcare
system. They design an encryption scheme of two layers
to guarantee the attribute-based medical data access control
and the privacy preservation for role attributes and access
policies with both cloud-based computation and blind data
retrieving protocol. In [18], a secure SDN-based framework
is proposed by Meng et al. for sharing data in healthcare.
This framework provides authorized services to patients by
effectively authenticating user devices” MAC addresses against
identity theft. Jiang et al. [19] developed an access control
and medical data sharing mechanism for personal healthcare
utilizing the symptom matching technology. This mechanism
can achieve granular symptom matching based on a blind
signature for privacy preservation. Xu ef al. [20] used the
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blockchain technology to realize the fine-grained access con-
trol for large-scale medical data. In this mechanism, authorized
doctors are added/revoked based on user transactions and med-
ical data cannot be tamper against medical disputes. In [21],
both access control policies and user attributes are transformed
into vectors of proper lengths, respectively, by Sun et al. to
reduce the overhead of the access process for encrypted medi-
cal data. In [22], access control and data sharing is achieved by
Fan et al. using the blockchain technology for nonrepudiation
and user self-certification.

All these works are devoted to the access control problem
in ToT-Health, however, there remain two problems: 1) how
to obtain users’ influences and trusts based on users’ social
data and 2) how to achieve accurate and secure access control
according to users’ trusts and occupations without exposing
users’ privacy. In this article, an attribute-based SACM is
proposed for IoT-Health using FDL to address these problems.

III. SYSTEM MODEL

In IoT-Health, there are serious privacy leakage and data
tampering issues, both of which are caused by unautho-
rized personnel accessing medical data. This indicates that
the importance of secure access control to important medical
data. To preserve user privacy and data integrity in IoT-
Health, the trust-based access control is considered, in which
there exist three important entities, i.e., users, trust gener-
ation servers, and access control servers. In general, each
access control server executes the access control on a number
of users based on their trusts obtained by the trust gener-
ation servers. We assume both access control servers and
trust generation servers are semitrusted while the users are
untrusted. Thereby, in this article, two type of attacks, namely,
the data tampering attack and the privacy leakage attack, are
considered.

1) Data Tampering Attack: Such attack is launched by
unauthorized users who aim to interfere with the med-
ical diagnosis by altering sensitive medical data either
randomly or maliciously. Since data tampering might
endanger patients’ lives, only authorized users are
allowed to access patients’ medical data. To this end,
the trust-based access control is considered. To be spe-
cific, to access important medical data, users should be
adequately trustworthy to prevent data tampering attack.
Privacy Leakage Attack: Unauthorized accesses to the
sensitive medical data in IoT-Healthcare will cause
severe privacy leakage about patients. For example, any-
one rather than the doctors, who reads the medical
record of the patient, will seriously violate the patient’s
privacy. That suggests the significance of the access con-
trol. However, to build the unified access control model,
users’ social data should be provided such that users’
privacy is exposed. Thereby, instead of actually access
patients’ medical data, local access control servers pro-
vide local access control models during the FDL to
construct the universal access control model against the
privacy leakage attack on patients.

2)
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IV. IMPLEMENTATION OF THE PROPOSED SACM

As an intelligent access control mechanism [23], the
proposed strategy SACM composes of two important modules,
namely, the social graph-based influence and trust evaluation
module that utilizes GCN and the trust-based access control
module that employs the FDL technology.

A. Social Graph-Based Influence and Trust Evaluation
Utilizing Graph Convolutional Networks

1) Social Graph Construction: Recall that the social activ-
ities usually take place between users who have social simi-
larities. That suggests we can construct the social graph about
users, in which each edge is associated with a connection prob-
ability determined by the social similarity of the end user of
this edge. To be specific, we calculate the connection prob-
ability CP;; of a pair of user nodes UN; and UN; using the
cosine similarity by

UN; - UN;
CPj = ——— (1
ION: | UN |

where each user node UN; is an N-dimensional vector that
consists of the user’s social data, i.e., the education back-
ground, the occupation, the social service condition, the
religion, the partisanship, etc. However, how to decide if there
exists an edge between a pair of user nodes is an open problem.
In this article, we introduce the threshold such that the edge
UN;UN; exists in the social graph only if CP; > 0.5.

Note that the kth representation of a node’s neighbors is
related to the (k + 1)th representation of this node in GCN.
That suggests the k-step network that is the k-neighbor graph
of a node is related to the kth representation of this node.
Therefore, we find the k-neighbor graph of each user node by
performing the breadth-first search from it to get its neighbors,
and then introduce the neighbor network of those neighbors.

2) Trust Evaluation Using GCN and SIR Model:
According to the previous analysis, we adopt the GCN
to measure the influence of each user node. Unlike the
InfGCN model [10], the features of each node, i.e., the degree
centrality, the betweenness centrality, the closeness centrality,
and the eigenvector centrality, are considered.

1) Degree Centrality: The degree of a node can be used to
measure the centrality, i.e., a node that has more social
connections suggests its high influence.

2) Betweenness Centrality: If a node is located on multiple
shortest paths between other nodes, then that this node
is of high influence.

Closeness Centrality: The closeness centrality uses the

characteristics of the entire network, i.e., the node posi-

tion in the entire structure. Compared with the between-

ness centrality, the closeness centrality is closer to the

geometric center position.

4) Eigenvector Centrality: The basic idea of the eigenvector
centrality is that the centrality of a node is a function
of the centrality of adjacent nodes. In other words, a
node is more influential if this node connects to other
influential nodes.

3)
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We use the GCN can learn the representation of nodes using
the graph structures and features, i.e.,

Ri+l — ¢(LRiWi -‘rBi) )

where R’ denotes the nodes’ representations at the ith GCN
layer; L denotes the Laplacian of the neighbor graph which
is normalized symmetrically; W; and B; are weights and bias,
respectively, and ¢ represents the nonlinear activation func-
tion, i.e., ELU. In addition, the SIR-based loss function is
employed in GCN. The reason for that is as follows. In SIR,
each node is of three states, namely, susceptible, infectious,
and recovered. Infectious nodes can infect susceptible neigh-
bor nodes and get recovered with infection rate 8 and recovery
rate 1. Susceptible neighbor nodes can get infected by infec-
tious nodes with infection rate 8, while any infectious node
can get recovered with recovery rate A. A recovered node can-
not infect other neighbor nodes and get infected [24]. Let one
node be the first infected node, while the rest nodes are set
to be susceptible. The infection scale is used to measure the
influence of the first infected node. Thereby, we can add the
LogSoftMax module to classify the GCN outputs, the result
of which is compared with the ground truth obtained through
the SIR experiment as the loss function. In this article, we
only consider two types of users who are the most influen-
tial users and the much less influential users. Thereby, the
LogSoftMax module only has to provide a two-category clas-
sification. Once the user’s influence is obtained, the trust of
who is calculated by

UT,‘ X UI,' (3)

where UT; and Ul; are the trust and the influence of the ith
user, respectively.

B. Trust-Based Access Control Using Federated Deep
Learning

Be aware that the GCN can generate each user’s influence
with a set of fixed parameters (e.g., the neighbor-graph size,
the infection rate, and the recovery rate). Then, by setting
a proper trust threshold, each user will be granted a spe-
cific authority for access control under the constraint of the
user’s occupation. For example, if the user is a doctor, whose
authority is high enough, then this user is allowed to access
patients’ medical data; otherwise, the access is denied, i.e., a
social work with an extraordinary high trust is forbidden from
accessing medical data.

Note that the aim of implementing access control in IoT-
Healthcare is to prevent both privacy leakage attack and
data tampering attack. Therefore, we introduce the connec-
tion fading factor p = (1 — PL; + DI;)/2, where PL; € [0, 1]
and DI; € [0, 1] represent the privacy leakage and the data
integrity of the ith user. By introducing a fading factor p, the
connection probability of the edge between the malicious user
and another user in the social graph is significantly reduced as

CP;; < pCP; 4

thus resulting in a lower degree of the malicious user in the
social graph.
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Thereby, the access control threshold should be dynamically
adjusted with fixed &, B, and A, to minimize the privacy leak-
age and meanwhile maximize the data integrity. To this end,
we employ the Twin Delayed Deep Deterministic policy gra-
dient algorithm TD3 to learn the threshold for the construction
of each local access control model. In addition, given the dif-
ficulty of model training for some access control servers, we
apply the federated learning framework to the TD3 algorithm
to build the universal access control model for user privacy
preservation.

1) Local Access Control Model Construction Using TD3:
The optimal access control threshold 6 is discovered using
the DRL algorithm TD3. To be specific, for each local access
control server, the TD3 requires an actor network m, a target
actor network 7/, two critic networks Q; and Q», and their
target networks Q' and Q. Basically, the actor network makes
a choice about which action a should be taken for the state
s, while the critic networks assess this choice and prevent the
overestimation.

In the access control, each state s is presented by an
N-dimensional vector of users’ authorities UA;, ie., s =
(UA1, UA,, ..., UAyN), where UA; = 0 denotes the ith user
does not process the authority to access the medical data; oth-
erwise, UA; = 1. Then, the action a can be presented by a = 6.
For the current state s, we choose the action a according to the
reward r. Since the access control is designed to prevent both
privacy leakage attack and data tampering attack, the reward
r is given to valuate access control outcome for medical data
on N users by

N
r=Y DI —PL, (5)
i

In the training process of TD3, we randomly sample N
experience to update the critic network with the loss function

((09) =2 lo(war®) -3 o

where
Vy=r+y|Qsnx (smld™)0%)]_ . @
Thereby, we have
AIL(vY)
99« 9% L 8
« Unrwvor (3

Then, we update the actor network s by optimizing the
objective function

N
107) = [ 01 (5. a9 )7 (519715 = 51, a = 7 (5107
J
)
with
BT <« 97" _Haj(ﬁ”). (10)

avr

Next, the parameters of target networks < and 97 are
updated with a learning rate . When the TD3 learning process
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is converged, the local access control model is constructed.
Thereby, for each user, only if his trust is higher than the
access control threshold and his occupation is a doctor, then
he can access the patients’ medical data.

2) Universal Access Control Model Construction Using
Federated Learning: Considering the difficulties in access
control model training, the federated learning technology
is employed. Basically, the federated learning is a unique
machine learning technology that only requires the trained
model from each federated learning participant, which is the
access control server in this article, instead of the private data
set for participants’ privacy preservation, so as to build the uni-
versal model. To be specific, each local access control server
trains its own access control model using the DRL algorithm
TD3 as we described in the previous section and sends its
own model to a fusion server. The fusion server generates a
set of weights, each of which is assigned to a local model, to
construct a synthetic model and distribute this model to each
access control server for further training. The process is per-
formed iteratively until the universal model is converged. In
this article, we apply the DRL algorithm TD3 in the federated
learning framework to develop a TD3-based universal model
learning algorithm rather than trial and error. That is, for each
participation condition during the federated learning, the TD3
finds the optimal set of weights to aggregate local models.

Specifically, we let the state s consist of the participa-
tion condition SP of each local access control server, i.e.,
s = (SPy,SP3,...,SPy), where SP; = 0 denotes the ith
access control server does not join the federated learning;
otherwise, SP; = 1. No doubt that the action a is the set
of aggregation weights, i.e., a = (w1, w2, ..., wy). For each
state s, the action a is chosen based on the reward r. Since
both privacy leakage and data integrity are considered in local
access control model training, we then give the reward r of
the federated learning by

N N
r= Z ZD]i’j — PLi’j
i

where PL;; € [0,1] and DI;; € [0, 1] represent the privacy
leakage and the data integrity caused by the ith user of the
kth access control server to the medical data. The parameter
update of the neural networks of the TD3-based FDL is similar
to that given in the previous section.

(1)

C. Case Study

The Office for Civil Rights (OCR) of the United States
Department of Health and Human Services (HHS) is a depart-
ment that implements the Health Insurance Portability and
Accountability Act (HIPAA). It is mainly responsible for pro-
tecting some basic rights of people, mainly including the
right against discrimination, the right of religious freedom,
the right of the privacy of patients’ medical information, etc.,
and is responsible for investigating cases of HIPAA viola-
tions. In 2018, Fresenius Medical Care in the United States
was investigated for the leakage of patients’ privacy. As a
large-scale medical group in the United States, the company
is mainly engaged in kidney disease medical products and

2897

medical services. It has 60000 employees and serves 170 000
patients, including kidney dialysis centers, cardiovascular cen-
ters, emergency centers, and nursing centers. The company
has many operating points across the country, but the com-
munication and data exchange between these operating points
cannot guarantee the safety of patients’ medical information,
and unauthorized personnel is very easy to access.

The access control algorithm SACM proposed in this article
is designed to prevent the occurrence of the above situa-
tion. The algorithm is deployed on multiple access control
servers and trust generation servers, where each access con-
trol server performs access control for specific users based on
their trusts. Specifically, each user provides social data, such as
educational background, occupation, social service conditions,
religious beliefs, etc., to the trust generation server. Based on
these data, the trust generation server first constructs a social
graph, where nodes represent users, edges represent social
connections between users, and the connection probability is
determined by the users’ social similarity. Then, the trust gen-
eration server uses the social graph as the input of the GCN
and SIR model to obtain the user’s influence and trust. Next,
the access control server grants the user corresponding author-
ities based on the user’s trust and occupation, so that the user
can access the corresponding medical data. The outcome of the
access control on users can be measured by both privacy leak-
age and data integrity on medical data, the trust-based access
control results are observed after users access the medical data
according to their authorities. The above process is performed
iteratively until the privacy leakage is minimized and the data
integrity is maximized. For some access control servers with
difficulties in model training, FDL is used to construct a uni-
fied access control model to prevent patients’ privacy leakage
and medical data tampering. Fig. 2 gives the access control
framework for the “Fresenius Medical Care” case.

V. PERFORMANCE EVALUATION
A. Experimental Setup

We evaluate the performance of the proposed SACM in
Python on computers equipped with i7 processor, 16-GB
memory, 3.2-GHZ CPU, and 64-bit win7 system. The data
set we choose is the Facebook-like Social Network, which is
available at “https://toreopsahl.com/datasets/”. The Facebook-
like Social Network originate from an online community for
students at the University of California, Irvine. The data set
includes the users that sent or received at least one mes-
sage. This network has also been described in Patterns and
Dynamics of Users’ Behavior and Interaction. In addition, this
data set contains many nodal attributes (e.g., gender, age, and
course attended). We randomly generate a number of mali-
cious users based on this data set with the data about 20%
deviated from the original ones. Similar to [10], in this exper-
iment, there are four layers in the GCN, which is the hidden
layer of 8 units and three fully connected layers of 16, 8§,
and 2 units, respectively. We train all parameters using the
Adam optimizer with le~* weight decay, 0.0001 learning rate,
and 32 mini-batch size. Table I gives the parameters of this
experiment.
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Fig. 2. Access control framework for the “Fresenius Medical Care” case.

TABLE I

PARAMETER SETUP
Parameter Description Range
Num_U number of users [50,100]
Pro_MU probability of malicious users [0.5,1]
Pro_PE probability of privacy exposed [0.5,1]
Pro_IC probability of integrity compromised | [0.5,1]
Num_Ser | number of access control servers 10
ol reward factor 0.3
B learning rate 0.04
A recovery rate 1
k hops of neighbor graph 5

B. Performance Metrics

The performance of the SACM is evaluated by access con-
trol accuracy, privacy leakage degree, and data integrity with
different numbers of users, numbers of medical data, and per-
centages of malicious users. To be specific, we first evaluate
the access control accuracy in false alarm rate (FAR) and
miss detection rate of SACM and SACM_U, where SACM_U
denotes the universal access control model built by the SACM.
Then, we compare both privacy leakage degree and data
integrity between SACM, SACM_U, and k-BGP [25].

1) Access Control Accuracy: Both FAR and miss detection

rate consist of the access control accuracy.

2) Privacy Leakage: The privacy leakage degree is mea-
sured by the percentage of the private data exposed to
the overall data.

3) Data Integrity: The data integrity represents the percent-
age of data that remains unaltered.

C. Experimental Results

1) Access Control Accuracy: The access control accuracy
is measured in Fig. 3 for SACM and in Fig. 4 for SACM_U,
while considering different numbers of users and different
percentages of malicious users.
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Fig. 3. Access control accuracy of the SACM with different (a) numbers of
users and (b) probabilities of malicious users.

Observed from Fig. 3(a), we find that as the number of users
increases both MDR and FAR grow. The maximum MDR and
FAR are about 11% and 14.5%, compared with the minimum
MDR of 6% and 10%. Note that both MDR and FAR of
the SACM are less than 15% at any number of users. This
is because the trust-based access control is achieved utiliz-
ing the DRL algorithm with users’ trusts obtained from their
social data through the GCN with users’ social data. Then,
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Fig. 4. Access control accuracy of the SACM_U (a) with different numbers
of users and (b) probabilities of malicious users.

with the percentage of malicious users fixed, the SACM is
able to authorize honest users to access medical data.

As shown in Fig. 3(b), we know that both MDR and FAR
increase as the percentage of malicious users. When there are
35% malicious users, the SACM obtains roughly 13.5% of
FAR and 10% of MDR. No doubt that the highest percent-
age of malicious users results in the highest FAR and MDR
with a fixed number of users. The reason for that is as fol-
lows. Even one-third of users are malicious, the social data of
users can be used to efficiently determine who are trustwor-
thy through GCN. Furthermore, both privacy leakage and data
integrity are considered in the construction of the access con-
trol model, therefore, the trusts of malicious users can hardly
be higher than the access control threshold obtained by the
DRL algorithm.

In Fig. 4(a), it is clear that both FAR and MDR gradually
grow with the number of users. The maximum FAR and MDR
are around 22.5% and 18.5%, respectively, when there are 100
users. Note that both FAR and MDR are obtained using the
universal access control model of the SACM. Therefore, com-
pared with 14.5% of FAR and 11% of MDR of the SACM that
utilizes the local access control model, both FAR and MDR
obtained by the SACM_U that uses the universal access con-
trol model are at least 7% higher. This is because the universal
access control model is built utilizing the federated learning,
the accuracy of which depends on the differences between
local data sets. That explains the accuracy degradation on the
universal model with a specific local dataset. However, the
maximum FAR and MDR are less than 23%.

Observed from Fig. 4(b), we find that, with the percentage
of malicious users increase, the FAR and the MDR increase.
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In addition, the SACM_U obtains 22% of FAR and 14.5%
of MDR on average with the highest ones equal to 26% and
18%, respectively. Although the SACM_U applies the uni-
versal access control model, trustworthy users can be granted
authorities to access medical data with both FAR and MDR
nearly 8% higher than that of the SACM. Again, the federated
learning process explains the accuracy degradation.

Figs. 3 and 4 suggest the SACM can improve the access
control accuracy for loT-Healthcare.

2) Privacy Leakage: Fig. 5 gives the privacy leakage com-
parison between SACM, SACM_U, and k-BGP considering
different probabilities of privacy exposed, numbers of users,
and probabilities of malicious users.

As shown in Fig. 5(a), it is evident that privacy leakage
degree increases as the probability of privacy exposed for all
approaches with the number of users equals to 50 and the
probability of malicious users equals to 0.5. In addition, the
privacy leakage degree increases by almost 25% for the k-BGP,
compared with 2% of the SACM_U and 1% of the SACM,
respectively. This is because although the k-BGP can achieve
access control, the privacy leakage is not considered. Besides,
both SACM and SACM_U adopt the DRL algorithm to deter-
mine the proper threshold for the access control to minimize
the privacy leakage. The results shown in Fig. 5(b) are as
we expected with the probability of privacy exposed equals
to 0.7 and the probability of malicious users equals to 0.5.
For example, only 7% and 3% of maximum privacy leakage
for SACM_U and SACM, respectively, compared with 35% of
k-BGP, due to k-BGP disregards the privacy leakage degree
rather than both SACM_U and SACM. Observed from 5(c),
we find that with the percentage of malicious users grows the
privacy leakage degree increases with the probability of pri-
vacy exposed equals to 0.7 and the number of users equals to
50. For example, nearly 65% of privacy will be exposed on
average by k-BGP, compared with 9% of SACM_U and 7%
of SACM. Fig. 5 indicates that the SACM can prevent privacy
leakage for IoT-Healthcare.

3) Data Integrity: Fig. 6 presents the data integrity com-
parison between SACM, SACM_U, and k-BGP considering
different probabilities of privacy exposed, numbers of users,
and probabilities of malicious users.

As shown in Fig. 6(a), it is clear that the data integrity
decreases as the number of medical data increases for all
approaches with the number of users equals to 50 and the prob-
ability of malicious users equals to 0.5. There is a 23% drop
in data integrity for k-BGP, compared with 6% of SACM_U
and 2% of SACM, respectively. Note that only SACM and
SACM_U employ the DRL-based access control mechanism
with the consideration of reducing both privacy leakage (see
Fig. 5) and data integrity. Therefore, k-BGP obtains a much
less data integrity. Fig. 6(b) shows the negative effect of the
number of users on the data integrity for all approaches with
the probability of integrity compromised equals to 0.8 and
the probability of malicious users equals to 0.5. Obviously,
SACM and SACM_U manage to maintain the 96% and 92%
data integrity, respectively, on average, while compared with
63% of k-BGP. Observed from Fig. 6(c), we find that the data
integrity drops with the increasing percentage of malicious
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Fig. 6. Data integrity comparison between SACM, SACM_U, and k-BGP with different (a) probabilities of privacy exposed, (b) numbers of users, and

(c) probabilities of malicious users.

users as we expected with the number of users equals to 50
and the probability of integrity compromised equals to 0.8.
Once again, SACM obtains the highest data integrity, that is,
95%, compared with 92% of SACM_U and 65% of k-BGP.
Fig. 6 suggests the SACM can improve the data integrity for
IoT-Healthcare.

VI. CONCLUSION

To prevent patients’ privacy leakage and maintain medical
data integrity in IoT-Healthcare, in this article, we propose
an attribute-based SACM using FDL. Specifically, given the
fact that an influential user is considerably trustworthy, we
introduce the social graph about users, in which each edge
weight stands for the connection probability of a specific pair
of users according to their social similarities. Then, we feed
the GCN with both neighbor graph and features of each user
to the user’s influence and trust utilizing an SIR-based loss
function. Next, the secure access control is accomplished by
giving each user a specific authority according to their trusts
and occupations. Furthermore, the FDL technology is applied
to learn the access control threshold for the privacy preserva-
tion of patients and the integrity maintenance of medical data.
The experimental results indicate that: 1) the proposed SACM
can achieve secure access control on users in IoT-Healthcare
and 2) the SACM performs excellently with high data integrity
and low privacy leakage.
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