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Abstract— The fifth-generation (5G) wireless communication
technology enables high-reliability and low-latency communica-
tions for the Intelligent Transportation System (ITS). However,
the growingly sophisticated attacks against 5G-enabled ITS
(5G-ITS) might cause serious damages to the valuable data
generated by various ITS applications. Therefore, establishing a
secure 5G-ITS through trust evaluation against potential threats
has become a key objective. Furthermore, as a distributed shared
ledger and database, Blockchain has the characteristics of non-
tampering, traceability, openness and transparency, can support
both trust storage and trust verification for trust evaluation.
In this paper, we propose a heterogeneous Blockchain based
Hierarchical Trust Evaluation strategy, named BHTE, utilizing
the federated deep learning technology for 5G-ITS. Specifically,
the trusts of ITS users and task distributers are evaluated
using the federated deep learning and hierarchical incentive
mechanisms are designed for reasonable and fair rewards and
punishments. Moreover, the trusts of ITS users and task distrib-
uters are stored on heterogeneous and hierarchical blockchains
for trust verification. The extensive experiment results show that:
(i) the proposed BHTE can achieve reasonable and fair trust
evaluations on both ITS users and task distributers; (ii) the
BHTE performs excellently with high system throughput and
low latency.

Index Terms— Blockchain, trust evaluation, 5G, intelligent
transportation systems, federated learning.

I. INTRODUCTION

NTELLIGENT Transportation System (ITS) [1] is a new
type of transportation system that uses cutting-edge tech-
nology to transform the traditional transportation system
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into an informatized, intelligent, and socialized transportation
system. ITS can maximize the efficiency of transportation
infrastructure and improve the quality of services; at the
same time, it enables society to use transportation facilities
and energy efficiently [2], thereby obtaining huge social and
economic benefits. It can not only solve the problem of traffic
congestion, but also has a huge impact on traffic safety,
traffic accident handling and rescue, passenger and cargo
transportation management, and road toll systems. Starting in
2020, the global transportation system will enter a stage of
rapid development, and interconnection and networking will
be greatly improved compared to the past. The deployment
of the fifth-generation (5G) communication technology [3]
will also accelerate significantly in 2020. As of January 2020,
commercial 5G networks have been deployed in 378 cities in
34 countries around the world. This will also help promote
the development of intelligent transportation. Specifically, 5G
networks mainly bring higher speed and more stable network
connections to intelligent transportation, thus giving birth
to 5G-enabled intelligent transportation systems (5G-ITS)
[4]-[6].

In 5G-ITS, two major types of security threats, external
threats and internal threats, severely endanger various ITS
applications by injecting incorrect traffic, environment, routing
and navigation data [7]. However, external threats can be pre-
vented through effective identity authentication [8], and inter-
nal threats can be prevented through trust management [9].
Trust management plays a vital role in maintaining the efficient
operation of ITS supporting 5G and ensuring the authenticity
of data. As an important part of trust management, trust evalu-
ation that quantifies trust by analyzing relevant data is widely
used in social networks, digital communications, e-commerce,
cloud services, and intelligent transportation systems. Because
accurate trust evaluation often requires a large amount of data,
this poses a major challenge to data collection, analysis, and
processing.

In fact, machine learning technology has been proven to be
efficient in data processing, making it suitable for accurate
and efficient trust evaluation [10]. However, the learning
process that requires access to data containing sensitive user
information may lead to serious privacy violations. Federated
learning [11], as a novel learning framework, does not require
direct access to real data sets, which provides the possibility
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Fig. 1.  Heterogeneous Blockchain and Federated Learning based Trust
Evaluation Architecture for 5G-enabled ITS.

of privacy-protected machine learning. In addition, as a dis-
tributed shared ledger and database, the blockchain [12]
has the characteristics of decentralization, non-tampering,
traceability, openness and transparency, and supports trust
storage and trust verification for trust evaluation. How-
ever, in real scenarios, heterogeneous blockchains are often
deployed in heterogeneous networks [13]. The heterogeneity
of blockchains poses a great challenge to trust storage and trust
verification.

According to above analysis, a trust evaluation architecture
(see Fig. 1) for 5G-enabled ITS is presented based on both
heterogeneous blockchain and edge computing empowered
federated learning. The architecture can be divided into three
layers: the 5G-ITS application layer, the edge trust evaluation
layer, and the intelligent terminal layer. In this architecture,
the edge trust evaluation layer is consist of (I) edge servers
that are responsible for trust evaluation based on data provided
by intelligent vehicles at the intelligent terminal layer through
roadside equipment (RSE) and (II) heterogeneous blockchain
servers that account for trust verification and storage, and they
can support various SG-ITS applications, i.e., intelligent sur-
veillance, smart logistics, internet of vehicles and emergency
rescue. Based on this architecture, a heterogeneous Blockchain
based Hierarchical Trust Evaluation strategy, named BHTE,
is proposed utilizing federated deep learning for SG-ITS. The
main contribution of this paper is summarized as follows:

1) To achieve hierarchical trust evaluations and meanwhile
preserve users’ privacy for 5G-ITS, the federated deep
learning is applied to evaluate the trusts of ITS users
and task distributers. In addition, hierarchical incentive
mechanisms are developed to accomplish reasonable
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and fair rewards and punishments so as to ensure the
efficiency and accuracy of trust evaluation.

2) To realize trust verification, heterogeneous and hierarchi-
cal blockchains are employed to store the trusts of ITS
users and task distributers. Specifically, as a hierarchical
task distribution, ITS task distributers receive tasks from
the ITS task provider and then distribute tasks to ITS
users. Then, the trusts of ITS users and task distributers
are evaluated and stored on heterogeneous and hierar-
chical blockchains.

3) The extensive experiment results show that: (i) the
proposed BHTE can achieve reasonable and fair trust
evaluation on both users and task distributers in
5G-ITS; (ii) the BHTE performs excellently in high
system throughput and low latency.

The rest of this paper is organized as follows. Section II
presents the related work. Section III introduces the system
model and the attack model. Section IV gives the implemen-
tation details of the BHTE. Section V presents the performance
evaluation. Section VI concludes this paper.

II. RELATED WORK

The trust evaluation for 5G-enabled intelligent transporta-
tion systems has drawn a great attention with plenty of
excellent works proposed.

In [14], a conditional privacy-preserving and
blockchain-based trust management scheme is proposed.
In this scheme, vehicles can send messages anonymously in
the untrusted environment. In addition, this scheme supports
trust management using the blockchain-based technology to
ensure the credibility of messages and vehicles’ trusts are
stored in the blockchain. In [15], an efficient trust-based
intrusion detection framework is developed for autonomous
vehicular networks. In this framework, the trust of each
autonomous driving vehicle is evaluated first using the relevant
information obtained from roadside units. Based on the trust
evaluation, an intrusion detection system is proposed. Then,
a machine learning based incentive mechanism is designed
for stimulating reporting warnings. In [16], all GPS data,
on-Board unit and safety messages are considered to evaluate
the overall trustworthiness of a self-driving vehicle utilizing
all certainlogic, beta distribution function and dempster-shafer
theory In [17], a probabilistic graph model is used to evaluate
the credibility of sensor nodes based on collected data and
communication behavior, and to schedule nodes to reduce the
moving distance. In [18], Wang et al. first transformed the
credit evaluation problem into an optimization problem and
proposed a heuristic mobile strategy. This strategy uses the
largest neighbor distance ratio to schedule vehicles, thereby
improving the efficiency of trust evaluation. In [19], a trust
system that allows vehicles to make more reliable and safe
decisions is proposed. The system evaluates the trust level
of the vehicle and surrounding vehicles based on the current
situation. In [20], a decentralized trust management scheme
using blockchain is proposed. This solution uses blockchain
sharding to increase transaction throughput, reduce the load
on the main blockchain, update and maintain consistent and
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reliable trust values, and encourage peer to perform well.
In [21], a VANET architecture based on software-defined trust
is proposed, and the deep Q-learning method is used to obtain
the best communication link strategy. The joint optimization
problem of the trust degree and the reverse delivery rate of
each vehicle is modeled by the Markov decision process, and
finally solved by the machine learning method. In [22], a trust
management model based on blockchain is proposed to realize
location privacy protection. This scheme ensures the privacy
and security of the vehicle by constructing an anonymous
hidden area, and uses a trust management algorithm to
constrain and regulate the behavior of the vehicle, and finally
uses the blockchain to realize the data security of the vehicle.

Although these works contribute to the trust evaluation for
5G-ITS, there remain two problems: (i) how to achieve accu-
rate and fair trust evaluation with the consideration of privacy
preservation; (ii) how to verify users’ trust through heteroge-
neous blockchains. In this paper, a heterogeneous Blockchain
based Hierarchical Trust Evaluation strategy (BHTE) is pro-
posed utilizing the federated deep learning technology for
5G-ITS to solve these problems.

III. SYSTEM MODEL

To achieve reasonable and fair trust evaluation for 5G-ITS,
three entities, namely ITS task releasers, users and gateways,
are considered. Fig. 2 gives the system model of the proposed
BHTE.

As shown in Fig. 2, there are two types of ITS task releasers,
i.e., the ITS Task Provider (ITS-TP) and the ITS Task Dis-
tributer (ITS-TD). The ITS-TP releases tasks (i.e., reporting
traffic incident, environment, route, navigation through crowd-
sensing) to regional task-blockchains. Each ITS-TD divides
the tasks released by the ITS-TP into different levels of tasks
according to users’ trusts. Specifically, a task distributor will
provide three levels of A, B, and C tasks, i.e., the level
A tasks require the highest user trust, while the level C
tasks require the lowest user trust. Accordingly, the ITS-TD
publishes the three levels of tasks on three regional task chains.
Then, ITS-users of a certain region accept the tasks only if
they can meet the trust requirements, i.e., the trust of each
ITS-user should be higher than that of the task such that
the ITS-TD might sign the smart contract with the ITS-user.
Based on task completion, ITS-users of a specific region are
either rewarded or punished by the regional ITS-TD, and then
their trusts will be evaluated and stored on the corresponding
regional trust-blockchain. Next, each ITS-TD uploads the
task completion and trusts of ITS-users to the corresponding
ITS-TP. As a result, ITS-TDs will be rewarded or punished
by the ITS-TP, and the trusts of ITS-TDs and ITS-users are
stored on the global trust-blockchain. Furthermore, given the
privacy concern and the difficulty in model training for some
ITS-TDs, a federated deep learning algorithm is developed
to construct the unified trust evaluation model. Considering
the regional difference, heterogeneous blockchains of different
regions might have different structures (i.e., the number of
sub-chains, the existence of CA, etc.). That suggests the data
exchange between heterogeneous blockchains requires data
transformation through gateways.
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In this system model, two type of attacks, namely the task
sabotage attack and the privacy leakage attack, should be
considered.

1) Task Sabotage Attack: Such attack is launched by mali-
cious ITS-users who aim to sabotage the tasks, i.e.,
deliberately leaving the task uncompleted. To prevent
such attack, the trust requirement is introduced to the
task acceptance such that only ITS-users of higher trusts
can apply for tasks.

2) Privacy Leakage Attack: Since each ITS-TD is assumed
to be semi-trusted, sharing data about ITS-users with
other ITS-TDs during the local trust evaluation might
expose users’ privacy. Therefore, the federated deep
learning mechanism eliminates the need to directly
access the data of ITS-users to prevent privacy leakage.
On the other hand, ITS-TP could also suffer from
privacy leakage attack due to malicious ITS-users might
learn sensitive task information. In literature [23], [26],
we have already proposed a task and ITS-user partition
mechanism against such attack, in which the budget
of the task releaser is assumed to be limited. How-
ever, only dynamic budget adjustments can reward or
punish ITS-users fairly. This is achieved through the
hierarchical incentives of the hierarchical task allocation
mechanism designed in this paper.

IV. THE IMPLEMENTATION OF THE PROPOSED BHTE

The proposed strategy BHTE consists of three modules,
namely the hierarchical task distribution module, the hierar-
chical trust evaluation module, and the trust storage and veri-
fication module. All three modules collaborate to provide the
heterogeneous blockchain based hierarchical trust evaluation
for 5G-ITS.

A. Hierarchical Task Distribution

In this paper, we consider the hierarchical task distribution
scenario. According to the system model, there are two types
of task blockchains, i.e., the global task-blockchains and
the regional task-blockchains. Note that global blockchains
might be heterogeneous to regional blockchains, while the
blockchains are homogeneous within each region. This pro-
vides the opportunity of hierarchical task distribution. To be
specific, the ITS-TP releases a number of tasks on each global
task-blockchain for the corresponding ITS-TD of a specific
region, in which the ITS-TD plays the role of a task receiver.
Then, the ITS-TD distributes the tasks received from the
ITS-TP on the corresponding regional task-blockchains for
ITS-users, where ITS-users serve as task receivers. In fact,
based on such hierarchical task distribution, we are able
to design a reasonable and fair incentive mechanism to
reward/punish task receivers hierarchically such that the bud-
get for each ITS-TD can be adjusted dynamically for better
trust evaluation.

B. Hierarchical Trust Evaluation

Based on the hierarchical task distribution, we give the
corresponding trust evaluation. Specifically, each ITS-TD of a
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Fig. 2. The system model of the proposed BHTE.

specific region evaluates the trusts of ITS-users within. Then,
the ITS-TP evaluates the trusts of all ITS-TDs. Note that
the ITS-TP applies the deep reinforcement learning algorithm
for trust evaluation on ITS-TDs due to the assumption that
the ITS-TP is fully-trusted. In addition, all ITS-TDs perform
trust evaluation on ITS-users utilizing the federated deep
learning algorithm for privacy preservation because ITS-TDs
are assumed to be semi-trusted.

1) Trust Evaluation on ITS-Users Utilizing Federated Deep
Learning: To evaluate the trust of the ith specific ITS-user u;,
the task completion C,; of the ITS-user is considered. In this
paper, the completion rate CRL,,.J_,, on each task #; that u;
accepts is used to calculate the task completion Cy;, i.e., Cy; =
o-CRy it Suppose the tasks t; is released with a trust bonus
TB,j, based on the task completion C,,, the ith ITS-user’s
trust 7,, can be updated by measuring the task completion as

Tui — Tuy +TBy, if Cuy = 0.5

1
Ty — Ty, — TBy;, otherwise, )

Note that the sum of each task trust bonus 75;; equals
to the budget of task trust bonus 7 BB“48¢! set by the corre-
sponding ITS-TD. Although Eq. (1) can quantify the update
of each ITS-user’s trust, a well-designed reward/punishment
mechanism is required to encourage honest ITS-users and
punish malicious ones for better task completion of ITS-users.
Note that each ITS-user will get the trust bonus if the task
is actually completed, i.e., the completion rate C, is above
the threshold 0.5. However, many ITS-users might not be
able to complete the tasks, therefore it is reasonable and fair
to share the corresponding trust bonuses by the ITS-users
who actually complete the tasks. Therefore, we introduce the
softmax function to calculate the distinguishable “share” for
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each task-completed ITS-user. For example, if there are M
ITS-users complete the tasks including u; and up to K tasks
failed to be completed, then the ITS-user u; can receive an
extra trust bonus TBE,»MW’ ie.,

K M
TB,ixtra — z TB, - [eCuifo.S/ Zecuj 70.5]’

)
k=1 j=1
Then, we update 7, by
Zt; - Zt; + TBZ‘_,‘ + TBf[Xtra~ (3)

According to the latest trust, the ITS-user can apply for the
tasks with the corresponding trust requirement.

Note that the parameter a determines the trust of ITS-user.
Thereby, each ITS-TD should discover the optimal parameters
for reasonably and fairly evaluating ITS-users’ trusts and
encouraging ITS-users to perform well in task completion.
In fact, the Deep Reinforcement Learning (DRL) algorithm,
i.e., Deep Deterministic Policy Gradient (DDPG), can be used
by the ITS-TD to find the optimal parameters by building
the regional trust evaluation model. However, considering
the difficulties in model training for some ITS-TDs and the
privacy preservation for ITS-users, we develop a federated
deep learning algorithm that integrates the federated learning
framework and the deep reinforcement learning algorithm
DDPG. In general, £ ITS-TDs train their own regional trust
evaluation models and sent them to the fusion server. Then,
the fusion server gives each regional model a specific weight.
As aresult, the universal model is built as the weighted average
of all regional models without access to the real data-set of
each region that contain sensitive information about ITS-users.
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Thus, ITS-users’ privacy is preserved, considering that all
ITS-TDs are assumed to be semi-trusted.

Specifically, for the jth ITS-TD, the algorithm DDPG
requires 4 neural networks [24], namely an actor network
7, a critic network Q and their target networks z’ and
Q’. The actor network make a choice about which action
a should be taken for the state s, while the critic network
assesses this choice. In the trust evaluation, we consider the
state s consists of the participation of all ITS-users, i.e.,
s = (Puys Puys - - - » Puy) with Py, = 0 and P,;, = 1 indicating
the ith ITS-user does and does not take any task respectively.
Then, let the parameter o comprise the action a, i.e., a = a.
Based on the current state s, the action a is chosen and the
reward r is calculated. In fact, the ITS-user’s reaction on
the trust evaluation, which can be observed from the task
completion, is somehow related to the reward. Therefore, the
reward is given by

r= Cus» )

where Nj denotes the number of ITS-users who work for the
JthITS-TD, ¢; represents the importance factor of the jth task
t; that the ith ITS-user u; accepts (i.e., a task of a higher trust
requirement is of more importance), O denotes the number
of tasks that the ITS-user u; accepts durmg the interval of
decision-making on action a, and Cu, = O Z _1CRy,;, e g

In the training process of DDPG, we sample N experience
to update the critic network with the loss function

1 N
5 2 A0, aild?) = Vi, )

i=1

LW2) =

where

Vi =ri+7 Qi1 7 (si1197)[99). (©)
Accordingly, we update 7 utilizing policy gradient as

N
1
Vord = l_zzl[an(s,anns =si,a = n(si|97™)
Vor (s|0™)|s = ;1. (7)

When 7 and Q are updated, the parameters of target
networks 92" and 97 are updated with a learning rate x. Once
the learning process converges, the DDPG based regional trust
evaluation model is built.

As in the previous analysis, the universal trust evaluation
model is obtained by weighted average of L regional models
through the fusion center, and reasonable weights are the key
to ensuring the performance of the universal model. Therefore,
within the federated learning framework, we use the deep
reinforcement learning algorithm DDPG to calculate a set of
optimal weights for the aggregation of various regional mod-
els. Specifically, in order to ensure the universal applicability
of the universal model, we introduce a feedback mechanism.
That is, we try to make the trust evaluation for ITS-users
in various regions based on the universal model close to
that based on the regional model. Since the trust evaluation
depends on the task completion of ITS-users, we use the ratio
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of the task completion based on the universal model to the
task completion ll)]ased on the regional model as the status s,
ie., s = (cR’ ng
task completlon of ITS-users on the ith region based on the
universal model, while ClR denotes the overall task completion
of ITS-users on the ith region based on the regional model. For
the regional model aggregation, the set of weights consists of
the action a, i.e., a = (w1, wa, ..., wr). Then, the feedback
mechanism needs to be combined with reward r design, i.e.,

L
1
r:ZZCiU/CiR, (8)
i=1

, CR) where CU denotes the overall

The update of all neural networks of the DDPG are referring
to that given in the previous section. When the DDPG based
federated learning converges, the optimal set of weights is
discovered and then the universal model is built.

2) Trust Evaluation on Task Distributers Utilizing Deep
Reinforcement Learning: Once an ITS-user claims to complete
the task, the task completion will be sent to the corresponding
ITS-TD first and then to the ITS-TP later. And these data will
be used by the ITS-TP to evaluate the trust of the ITS-TD.
Similar to ITS-user trust evaluation, the task completion Crp;
of the ith ITS-TD is calculated by Crp, = N’ Z - Cu;,
where N; represents the number of ITS-users who works for
the ith ITS-TD. Consider each set of tasks are released at a
time with a trust bonus for ITS-TD, denoted by 7 B p, and a
trust bonus for ITS-users, denoted by 7 B, the ith ITS-TD’s
trust 77 p, and the budget of task trust bonus 7 BB"“¢¢" given
to ITS-users who works for the ith ITS-TD can be updated
based on the task completion Crp, as

Trp, = Trp; + TBrp, if Crp, = 0.5 ©)
Trp; = Trp; — TBrp, otherwise,
T BBudser _ TRBudset L. TR, if Crp. > 0.5

Budget Budget 1- (10)
TBrudset . TpRtuase TR, otherwise.

To achieve fair and reasonable trust evaluation on ITS-TDs,
the optimal parameter # should be obtained. Similar to the
trust evaluation on ITS-users, the trust evaluation on ITS-TDs
are realized utilizing the DRL algorithm DDPG as well. Let
the participation Prp, of each ITS-TD comprise the state s,
ie.,s = (Prp,, Prp,,-- -, Prp,)- This is because an ITS-TD
of a low trust might not be able to receive any task from the
ITS-TP, which is similar to the task distribution on ITS-users.
Accordingly, the parameter # consists of the action a, i.e.,
a = 1. The action a is chosen based on the current state s, and
then the reward r is calculated by r = E Zl 1 Crp,. And the
update of all neural networks is referring to that given in the
previous section. Note that the trust evaluation on ITS-TDs is
determined by that on ITS-users and vice versa. That suggests
we train both models by fixing one model and training the
other until all of them are converged. In fact, the Wolpertinger
architecture [25] can be applied to the DDPG algorithm to
greatly reduce its complexity. However, by doing so, the trust
evaluation accuracy will drop due to the parameters, i.e., « and
n, will be searched in the discrete action space rather than the
continuous action space.
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C. Trust Storage and Verification

Recall that the task distribution is implemented based on
trusts, i.e., the ITS-TP needs to know whether the ITS-TDs
are trustworthy and each TD should be aware of the trust-
worthiness of ITS-users. Thereby, the trusts of both ITS-users
and ITS-TDs are stored on blockchains. Considering the
heterogeneity of different blockchains, the data format of
ITS-users’ trusts stored on regional trust-blockchains and
that of ITS-TDs stored on the global trust-blockchain might
be different, thereby gateways are required to perform the
cross-blockchain data transformation.

To be specific, when each ITS-TD wants to upload the
ITS-users’ trusts to the ITS-TP, the target data format request
is made to the specific gateway of the corresponding global
task-blockchain. According to the target data format, the
gateway of each regional trust-blockchain will perform the
data transformation, i.e., the gateway will assign an orderer
node to transform the data in Hyperledger, and then trans-
formed ITS-users’ trusts are uploaded to the ITS-TP. Next,
the ITS-TP calculates the trusts of ITS-TDs. Eventually, the
trusts of both ITS-users and ITS-TDs are stored on the global
trust-blockchain for trust verification.

V. PERFORMANCE EVALUATION
A. Experiment Setup

The simulation is implemented to evaluate the performance
of the proposed strategy BHTE in the similar experimental
environment as literature [26]. We deploy BHTE on the
Hyperledger Fabric platform, the network environment of
which is built on a server equipped with an Intel Core i5
processor, 8G running memory, a CPU frequency of 3.2GHZ,
and an Ubuntu system. The environment configuration of the
Hyperledger Fabric employed is set as follows. There are
4 orderer nodes, 5 peer nodes, and 1 CLI, where the orderer
nodes are used to sort transactions, the peer nodes are used to
verify transactions, and the CLI is used to call the client. For
each region, three task chains are constructed, in which each
task chain contains 3 peer nodes, and 2 of total 5 peer nodes
are shared by three task chains. In addition, we set there are
3 regions, two of which are capable of training their own trust
evaluation models. In order to simulate the heterogeneity of
blockchains, we use different configurations (i.e., the configu-
rations that differ slightly from the above one) for blockchains
in different regions. The results of the simulation experiment
are obtained by averaging the results of each region. Table I
gives the parameters of this experiment. The dataset used in
this experiment is the Foursquare dataset [27]. This data set
contains 2,153,471 users, 1,143,092 places, 1,021,970 check-
ins, 27,098,490 social relationships, and 2,809,581 ratings
assigned by users to places. All of these are extracted from
the Foursquare application through a public API, and all user
information is anonymous, and the user’s geographic location
is also anonymous. These data are contained in five files:
“users.dat”, “containers.dat”, “checkins.dat”, “socialgraph.dat”
and “rating.dat”. To be specific, the user data is composed of
a group of users, so each user has a unique ID and geospatial
location representing the location of the user’s hometown; the
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TABLE I
EXPERIMENT SETUP

Parameter Description Range
Num_Users | number of ITS-users | [200,1000]
Num_Tasks | number of tasks [500,3500]
Block_Size size of block [2,10] mb
Tran_Size size of transactions [100,500] B
Send_Rate send rate [1000,5000] tps
0% discounter factor 0.9

K learning rate 0.1

event data is composed of a group of places, so that each
place has a unique ID and Geospatial location; the check-in
data marks the user’s check-in at the place, each check-in
has a unique ID, user ID and place ID; the socialgraph data
contains the social connections between users, and each social
relationship is composed of two users ID composition; the
rating data contains an implicit rating, used to quantify how
much users like a particular place. We divide the dataset
to generate a set of tasks (i.e., check-in tasks) of three
levels A, B and C, in which level A tasks have the highest
trust requirements while level C tasks have the lowest trust
requirements. We set the number of ITS-users to be 1000,
in which there are 200, 600 and 200 ITS-users can apply for
level A, B and C tasks, respectively. We set the trust values of
all users are the same such that they can only apply for level
C tasks. In addition, the trust bonus of each task is set. A task
will be applied for by a ITS-user only if the ITS-user’s trust is
higher than the task’s trust requirement. Once two ITS-users
compete for a task, the ITS-user of a higher trust will be
assigned to the task by the ITS-TD, if there are still a number
of users required in this task.

B. Performance Metrics

We first validate the performance of the BHTE in terms
of system throughput and latency considering the send rate
Send_Rate, the transaction size Tran_Size, and the block
size Block_Size. Then, we compare the performance of the
BHTE with baseline approaches BPDC [23] and DB-SCS [26]
in terms of participation rate and completion rate, considering
the number of ITS-users Num_Users and the number of tasks
Num_Tasks.

o System Throughput: A higher transaction processing

speed contribute to a better system throughput.

o Transaction Latency: A better transaction processing
capacity results in a lower latency.

o Completion Rate: The percentage of tasks the ITS-user
actually completed.

o Farticipation Rate: The percentage of ITS-users who
accept the tasks.

o Algorithm Convergence: The convergence of the algo-
rithm determines its application. For example, the SG-ITS
applications demand highly efficient and fast convergent
algorithms.

C. Experiment Results

1) System Throughput: As shown in Fig. 3(a), it is
obviously that for each transaction number the throughput
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Fig. 3. The system throughput of the proposed BHTE with the variation of
(a) Send_Rate, (b) Tran_Size, and (c) Block_Size.

increases gradually as the Send_Rate. In addition, the max-
imum throughput for 3500 transactions reaches 14500tps,
compared with 13000tps of 3000 transactions and 10000 tps of
2500 transactions, when the Send_Rate for each Num_Tran
is up to 4000tps. Furthermore, a higher transaction number
Num_Tran always results in a higher throughput at any
Send_Rate. This is because, as more ITS-users decide to
accept the tasks released on the heterogeneous and hierarchical
blockchains, more transactions will be generated such that a
higher throughput is obtained. That indicates the proposed
BHTE can encourage ITS-users to accept and complete tasks
by efficiently evaluating their trusts.

As shown in Fig. 3(b), we find that the throughput of
each Tran_Num decreases as the Tran_Size increases.
The possible reason is that the Tran_Size becomes larger,
resulting in a decrease in the number of transactions that
can exist in a block. Although the throughput decreases as
the Tran_Size increases, the throughput reaches 9000tps,
8000tps, and 7000tps for Tran_Num = 3500, Tran_Num =
3000, and Tran_Num = 2500, respectively.
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Fig. 4. The latency of the proposed BHTE with the variation of
(a) Send_Rate, (b) Tran_Size, and (c) Block_Size.

In Fig. 3(c), it is clear that with the growth of the
Block_Size, the throughput increases for each Num_Tran.
In addition, when there are 3500 transactions, the maximum
throughput is up to 14000tps, compared with 12000tps for
3000 transactions and 10500tps for 2500 transactions, with
the Block_Size equals to 10mb, respectively. Similar to the
Send_Rate, more transactions contribute to higher throughput
for each Block _Size.

2) Latency: Observed from Fig. 4(a), we find that the
latency increases with the Send_Rate and eventually levels off
for each Tran_Num. When the send rate reaches 5000tps, the
highest latency is nearly 15s for 3500 transactions compared
with 12s for 3000 transactions and 10.5s for 2500 transac-
tions. That suggests a higher latency is result from a higher
transaction number. Since the proposed BHTE is highly effi-
cient in trust evaluation, the average latencies for transac-
tion number 3500, 3000 and 2500 are 12.7s, 9.9s and 7.8s,
respectively.
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Fig. 5. The participation rate comparison between the proposed BHTE and
baselines with the variation of (a) Num_Users and (b) Num_Tasks.

In Fig. 4(b), it is clear that the latency rises as the
Tran_Size for each Tran_Num. In addition, the high-
est latencies for all transaction numbers are reached at
Tran_Size = 500B. Although a higher Tran_Size will
contribute to a higher latency, the average latencies are still
less than 10s.

As shown in Fig. 4(c), the latency rises as the Block_Size
grows for each Tran_Num as we expected. In addition,
the highest latencies for transaction number 3500, 3000 and
2500 obtained at the block size of 10mb equal to 15s, 12.5s,
and 11s, respectively. Although a higher transaction number
results in a higher latency, the average latencies are about 11s,
8.8s and 6.7s only for 3500 transactions, 3000 transactions and
2500 transactions, respectively.

3) Participation Rate: As shown in Fig. 5(a), although
the participation rate experiences the fluctuation with the
Num_Users increase, the BHTE has the highest average
participation rate 94% compared with 83% of DB-SCS and
82% of BPDC. As shown in Fig. 5(b), with the growth of
the Num_Tasks, the participation rate for all approaches
increases. In addition, the highest participation rate of BHTE
almost 98%, while that of either DB-SCS or BPDC is less
than 90%. It is evident that the BHTE performs better than
all baseline approaches. The reason for that is as follows.
Continuingly completing the tasks results in tremendous trust
improvement on ITS-users that allows them to apply for tasks
of higher trust requirements. Note that the BHTE can provide
the reasonable and fair trust evaluation, for which more
ITS-users will be encouraged to accept tasks. Further, with
a high task participation rate, ITS-users tend to put forward
task applications of a higher trust requirement. Compared with
baselines, BHTE can provide accurate trust evaluation and
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Fig. 7. The convergence of the proposed BHTE.

dynamical rewards/punishments. That explains the fact that
the participation rate of either MTES or MTEP is almost 10%
lower than that of BHTE.

4) Completion Rate: As shown in Fig. 6(a), it is clear that
the task completion rate grows as the Num_Users increases
for each approach. The highest completion rate of the proposed
BHTE is about 95%, which are 13% higher than that of
DB-SCS and 15% higher than that of BPDC. The reason
for that is as follows. Since the number of tasks exceeds the
number of users at beginning, users can apply for tasks and
improve their trusts by completing tasks. On this basis, users
can apply for tasks with a higher trust requirement, thus the
completion rate rises. Compared with the baseline approaches,
the proposed BHTE can dynamically adjust trust rewards and
punishments, so that those who are able to complete tasks
can apply for higher-level tasks with less competitions. The
baseline approaches don’t have such mechanism, and a large
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number of users with similar trusts will compete for tasks,
so the task completion rate is lower than that of the BHTE.

As shown in Fig. 6(b), the completion rate decreases as
the Num_Tasks increases. However, the BHTE manages to
acquire nearly 94% completion rate on average, compared
with 85% of DB-SCS and 82% of BPDC. The reason for
that is as follows. Since the Num_Tasks is less than the
Num_Users at first, users apply for tasks through competi-
tion. This means that only users with high trusts can apply for
tasks successfully, and the majority of tasks can be completed
because users with high trusts have the capability to complete
the tasks. As the Num_Tasks increases, most users can
apply for tasks. However, some users with low trusts may
not be able to complete the task, so the task completion rate
drops. With the further increase in the Num_Tasks, only
users who can complete the task are likely to apply for the
task. This is because the trusts of users who cannot complete
the task has fallen below the threshold for being able to
apply for the task, so the task completion rate has stabilized.
Compared with the baseline approaches, the proposed BHTE
can effectively reward and punish users for completing tasks,
so the completion rate is higher than that of baselines.

5) Algorithm Convergence: Fig. 7 shows the convergence
of the proposed BHTE, where T EM _R; represents the trust
evaluation model of BHTE on the ith region. As shown
in Fig. 7, both TEM_Ry and TEM_R; converge around
2000 epoches, and the reward at convergence are both close
to 0.9. This indicates that both TEM_R| and TEM_R, can
perform trust evaluation on users reasonably, thus motivating
users to complete tasks. The result shown in Fig. 7 suggests
that the BHTE proposed in this paper can be applied to trust
evaluation in various 5G-ITS applications.

VI. CONCLUSION

To defend the security threats against 5G-ITS, in this paper,
we propose a heterogeneous Blockchain based Hierarchical
Trust Evaluation strategy (BHTE) utilizing federated deep
learning for 5G-ITS. Specifically, the trusts of ITS users and
ITS task distributers are evaluated using the federated deep
learning technology, and hierarchical incentive mechanisms
are developed to realize reasonable and fair rewards and
punishments such that the efficiency and accuracy of trust
evaluation are further improved. Moreover, the trusts of ITS
users and ITS task distributers are stored on heterogeneous and
hierarchical blockchains for trust verification. The extensive
experiment results show that the proposed BHTE performs
excellently in high system throughput and low latency for
various 5G-ITS applications.
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