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Secure Data Transmission Based on Reinforcement
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Abstract—Ensuring the stability and security of unmanned
aerial vehicle (UAV) communication, especially during long-
distance missions, is essential for safeguarding against potential
attacks. Large-scale UAV communication faces challenges, includ-
ing eavesdropping threat, data tampering, replay threat, and
man-in-the-middle threat. We propose a security information
transmission solution based on reinforcement learning and loca-
tion confusion algorithm (RLPC-SIT) to achieve a secure data
transmission between UAVs. First, we leverage the principles of
reinforcement learning to identify the most stable transmission
routes. Second, we employ location confusion techniques to blur
each location of the transmitting UAV with respect to other UAVs.
Furthermore, we utilize the concept of message authentication
to encrypt the transmitted data, thus making it inaccessible
to malicious nodes and preventing forgery. The results of our
theoretical analysis and simulation-based experiments indicate
that our approach outperforms other security schemes.
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I. INTRODUCTION

THE Internet of Unmanned Aerial Vehicle (IoUAV) is an
emerging field that amalgamates unmanned aerial vehicle

(UAV) technology with Internet capabilities to facilitate remote
operation, data sharing, intelligent decision making, and
collaborative efforts. IoUAV concept encompasses multiple
facets, including communication, data processing, security,
and application domains. Meanwhile, IoUAV enables UAVs to
seamlessly connect with the global Internet ecosystem. With
the continuous development of UAV technology, UAVs have
got wide-ranging applications across various domains, with
distinctive roles [1], [2]. UAVs possess multiple characteris-
tics, including flexibility, portability, and high customizability,
which make them indispensable tools in numerous fields. In
the realm of reconnaissance, UAVs can execute surveillance
missions, gather intelligence, and monitor specific areas with-
out exposing pilots to hazardous situations [3]. In the context
of emergency response, UAVs can rapidly reach disaster
sites, providing urgent medical services [4]. In the field of
communication, UAVs can serve as mobile communication
base stations, offering emergency communication support,
restoring communication networks, or expanding communica-
tion coverage [5].

Fig. 1 illustrates a scenario of UAV information exchange.
The UAVs with/without “claws” indicate malicious/normal
UAVs, and the links with/without a “link” depict information
transmission through malicious/normal UAVs. In this sce-
nario, UAVs perform tasks in various regions and utilize
other UAVs as relay nodes to transmit data. Additionally,
malicious UAVs can manipulate or forge information, lead-
ing to the reception of fake data by destination nodes.
Simultaneously, malicious UAVs can result in communication
interruptions and an increase in information transmission
delays. The selection of communication routes for UAVs is of
paramount importance for ensuring the security of information
transmission [6], [7], [8]. When UAVs are deployed for mis-
sions at remote distances, they often need to relay feedback
to their operators. In such scenarios, UAVs may rely on
other UAVs as intermediate nodes to relay information back
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Fig. 1. Data transmission scenarios in the Internet of UAV.

to the operators. However, the position of UAVs changes
constantly due to their mobility which results in a dynamic
network topology. This dynamic topology can lead to unstable
communication links which can create opportunities for mali-
cious activities, such as distributed denial-of-service attacks
or unauthorized access, making devices more susceptible to
threats like network sniffing or eavesdropping. Therefore,
establishing a stable communication link is a prerequisite for
ensuring secure communication among UAVs [9], [10], [11].

When a UAV transmits information to the next UAV, they
often reveal their current location coordinates [12], [13]. The
action which reveal their current location can compromise the
UAV’s location. Once malicious UAVs obtain location coor-
dinates, they can use this information to infer the tasks being
carried out by the UAV, which can expose crucial location
details and leading to mission failure [14], [15]. Additionally,
if the transmitted information is intercepted by adversaries, the
exposure of its content could enable them to forge erroneous
feedback, resulting in serious repercussions [16]. For example,
in military operations, a large number of UAVs are often
deployed for reconnaissance. UAVs can clandestinely observe
enemy military deployments and personnel maneuvers, and
subsequently transmit the acquired intelligence. This provides
the other party with the advantage of taking the initiative
in planning. If the enemy discovers the coordinates of the
deployed UAVs, they often attempt to destroy the UAVs or
intercept the transmitted information, manipulate the data, and
provide false information in return.

In summary, large-scale UAV communication faces chal-
lenges, including 1) eavesdropping threat; 2) data tampering
threat; 3) replay threat; and 4) man-in-the-middle threat. To
solve the above problems, this article introduces a novel
approach with the following objectives: 1) rapidly and stably
transmitting information; 2) safeguarding the location privacy
of UAVs; and 3) ensuring the integrity and confidentiality of
the transmitted data. The main contributions of this article can
be summarized as follows.

1) We propose a reinforcement learning (RL) and location
obfuscation solution (RLPC-SIT) to achieve a stable
data transmission between UAVs. In RLPC-SIT, we first
define a current reward by using sensitivity, stability,

sustainability, and distance, which are quantified in (5)
and (8)–(10). The current reward could be used to
compute the Q-value of surrounding UAVs, which could
be applied to determine the next forwarded node. The
path obtained by the above choosing node process is
optimal due to each next node with the highest Q-value.

2) We employ a location confusion method which enables
a UAV to broadcasts messages to its surroundings,
receives feedback from neighboring UAVs, and records
their position information. The information to be sent
is combined with the surrounding location information
to create multiple data packets. Based on the Q-values
of the UAVs surrounding the UAV, the generated data
packets are sent to the next UAV. The next UAV receives
multiple data packets, each containing different position
information. The drone cannot determine which position
information is the real one.

3) We employ an encryption method for the authentication
of data transmission. The data to be transmitted is
encrypted using the public key of the destination node,
and then further encrypted using the private key of the
current UAV SKi. When the next UAV receives the data,
it decrypts using the public key of the previous one PKi;
if decryption is unsuccessful, the data is discarded. The
UAV selects the next one based on the Q-value, encrypts
the data using its private key SKi+1, and transmits it
to the next UAV. The same process continues until the
message reaches the destination node.

4) Simulation experiments show that RLPC-SIT effec-
tively achieves fast and stable information transmission
while protecting the position information of unmanned
aircraft. RLPC-SIT demonstrates significant advan-
tages in terms of information delivery rate compared
to existing schemes, such as PBQR, GPSR, and
AODV [9]. Furthermore, compared to the MOP and
EPPS schemes [17], our solution exhibits notable advan-
tages in terms of traceability and entropy.

The remainder of this article is organized as follows.
Section II presents related works on routing and privacy
protection of UAV. Section III defines the system model.
Section IV elaborates the implementation details of the
proposed scheme. Section V conducts a security analysis
of our proposed solution Section VI evaluates our solution
through experimental simulation and compares it with existing
solutions. Section VII concludes this article.

II. RELATED WORK

Numerous research has studied data routing in the Internet
of UAVs. This section introduces state-of-the-art technologies
in UAVs from two aspects: 1) optimal route by machine
learning and 2) privacy protection of UAV.

A. UAV Routing

Baek et al. [18] utilized UAVs in wireless sensor networks.
In their method, UAVs gathered data from sensors strategically
positioned within the network. The solution proposed to
prioritize selecting UAV hover points at Voronoi vertices,
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optimizing data collection efficiency by maximizing the cov-
erage of neighboring sensors. Yao et al. [10] focused on
the offline route planning of UAV for the coverage search
mission in a river region. They used Gaussian mixture
model to approximate the prior likelihood distribution and
they proposed positive/negative greedy method to expand or
contract waypoints. Baek et al. [19] made the assumption
that the UAV’s position for each sensor remains constant.
They then focused on enhancing the UAV’s hover time by
employing the Lagrange multiplier technique. They introduced
a geometry-based update algorithm that can be employed
to establish preliminary, workable UAV routes for the given
task. Ultimately, they derived a near-optimal UAV route by
iteratively refining the initial feasible route. Throughout this
iterative process, adjustments were made to both the UAV’s
hover positions and the duration of their stays.

Coelho et al. [20] introduced a novel real-time routing
challenge where various types of UAVs are tasked with the
collection and delivery of packages. These airborne vehicles
have the ability to pick up multiple parcels simultaneously as
long as they fit within their maximum capacity. Drawing inspi-
ration from a multifaceted perspective of real-world systems,
the study incorporates seven distinct objective functions. The
goal is to minimize these objectives using a mixed-integer
linear programming model, which is then solved through the
application of a matheuristic algorithm. Zhang et al. [21] intro-
duced a UAV swarm network architecture structured in layers,
along with an analysis of the ideal quantity of UAVs required.
Additionally, they devised a low-latency routing algorithm that
relies on partial location data and the network’s connectivity.
Sajid et al. [22] introduced a hybrid approach known as
the hybrid genetic and simulated annealing algorithm, which
focuses on reducing travel time in solving the UAV-routing
problem. In addition, they put forward the UAV-Oriented
MinMin algorithm, aimed at minimizing the makespan when
addressing the UAV-route scheduling problem. Hong et al. [23]
proposed a proactive topology-aware scheme based on inves-
tigating the relationship between the swarm formation control
and the network topology to track the network topology
change.

Above-mentioned works introduced in this section encom-
pass various applications of UAVs in wireless sensor networks
and package delivery systems. Specifically, they explore
optimization methods and algorithms for path planning, data
collection efficiency, task scheduling, and network topology.
However, to achieve a stable routing for intermittent con-
nectivity topologies is overlooked in the majority of existing
research.

B. Privacy Protection of UAV

Deebak and Al-Turjman [24] introduced an S-IoD frame-
work for UAV environments, designed for autonomous data
collection. To enhance the efficiency of the authentication
protocol while minimizing computational overhead, they
introduced a lightweight privacy-preserving scheme (L-PPS).
L-PPS incorporates elements like secret tokens and dynamic
user authentication to expedite the authentication process

between communication entities. Ch et al. [25] introduced a
solution leveraging blockchain technology (BCT) to enhance
the security and privacy of data generated by UAV. Their
proposed design was assessed through the implementation
of an IoT application within a virtual vehicle monitoring
system. The technical details regarding device instructions,
authentication, and data integrity are securely stored in a cloud
platform. BCT’s storage employs Pentatope-based Elliptic
curve cryptography and SHA for data privacy assurance.
Subsequently, the data is archived on a public blockchain
rooted in Ethereum to facilitate seamless BCT transactions.
The system relies on the Ganache platform for BCT, ensuring
robust data protection and privacy.

Lv et al. [26] adopted BCT to address the privacy
preservation challenge associated with UAV big data. Their
proposed privacy protection approach employs a crypto-
graphic system based on number theory research units for
encrypting blockchain data. They have conducted a privacy
analysis to substantiate the fulfillment of security prereq-
uisites. Li et al. [27] introduced a lightweight symmetric
encryption algorithm that relies on SM4, coupled with a
relevant key negotiation and updating mechanism. This was
implemented to safeguard the confidentiality of communica-
tion contents. Additionally, they introduced an adapted BLS
signature scheme that combines with the Merkle Hash tree
to ensure the integrity and authenticity of transmitted data
packets. Furthermore, they put forth an online/offline revocable
identity-based group signature scheme, seamlessly integrating
it into their framework to achieve UAV anonymity, traceability,
and revocability. Importantly, this integration comes with the
advantage of minimal key management overhead and high
operational efficiency.

Wang et al. [28] presented an architectural framework for
collaborative learning among UAVs, harnessing BCT. This
framework facilitates the secure exchange of local model
updates and validation of contributions without the need
for a central curator. In addition, they developed a privacy-
preserving algorithm, leveraging local differential privacy
techniques, to safeguard the privacy of updated local models
while maintaining desirable learning accuracy. Furthermore,
they utilized a two-tier RL-based incentive system to encour-
age UAVs to share high-quality models, even when precise
knowledge of network parameters is unavailable in prac-
tical scenarios. Wang et al. [29] introduced SEAL, an
all-encompassing framework designed to tackle the challenges
of strategy-proof, equitable, and privacy-preserving compu-
tation offloading for UAVs. SEAL employs a strategy-proof
reverse combinatorial auction mechanism to optimize the
offloading of tasks for UAVs while adhering to practical
constraints, guaranteeing economic resilience, and maintain-
ing polynomial-time efficiency. Using smart contracts and
hash chain micro payments, SEAL implements a fair on-
chain exchange protocol to achieve the seamless completion
of batch payments and computing results in multiround
auctions. Moreover, they developed a privacy-preserving off-
chain auction protocol with the aid of a trusted processor
to effectively safeguard the bid privacy of the vehicles
involved.
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The aforementioned research primarily focuses on data
collection, security, privacy protection, and computation
offloading in UAV environments. However, there is a lack of
research on UAV message authentication and location privacy
protection in the context of five-a-side football.

In summary, despite the extensive research in areas such
as UAV routing and privacy protection, there is still a lack
of relevant studies on location privacy protection and secure
information transmission for UAVs operating in intermittent
networks.

III. SYSTEM MODEL

With global temperatures rising and climate change
intensifying, agriculture is facing unprecedented challenges.
Traditional crop monitoring methods fall short in providing
real-time and comprehensive information. Crop monitoring is
crucial for agricultural management as it directly affects crop
growth, health, and ultimately, yield. In this regard, UAVs
equipped with real-time imaging systems have emerged as a
revolutionary technology. They fly over farmlands, carrying
high-resolution cameras and sensors capable of capturing
precise images and data.

In order to gain a more comprehensive understanding
of the application of UAVs in agriculture, and to better
comprehend the communication relationships and behavioral
patterns among drones, as well as to provide farmers with more
accurate, efficient, and intelligent agricultural management
solutions, we can consider the following points. First, UAVs
offer real-time monitoring, enabling farmers to immediately
understand the condition of their fields. This timeliness allows
them to quickly respond to issues, such as pest outbreaks,
disease spread, or drought, reducing losses and increasing
productivity. Second, agricultural UAVs can provide person-
alized monitoring for each individual plot of land, helping
farmers to use resources more efficiently and minimize waste.
Additionally, agricultural UAVs improve cost-effectiveness in
agricultural production. Compared to purchasing expensive
satellite imagery services, using agricultural UAVs typically
costs less. Farmers can rent or buy UAVs as needed, without
the need for costly service subscriptions. Finally, these UAVs
not only provide detailed data analysis but also integrate
advanced artificial intelligence technology, enabling intelligent
analysis and prediction of farmland, providing farmers with
precise agricultural production advice, helping them make
wiser decisions, and improving the efficiency and quality of
agricultural production.

However, large-scale UAV communication faces challenges
including unstable communication links, insufficient protec-
tion of drone location privacy, and insecurity in the transmitted
information. To deal these problems, we introduce the concept
of contact graph, which reflects the connectivity relationships
among individuals or entities. We abstract the UAV data
transmission system as a contact graph, where UAVs are
represented as nodes. Nodes are connected by edges to indicate
direct communication between UAVs. Since UAVs are in
constant flight, edges between nodes may not always be
present. Each drone in the network is considered to be a state

TABLE I
LIST OF NOTATIONS AND THEIR DESCRIPTION

of the agent; thus, the set of all nodes in the network forms the
state set. The communication in the network is abstracted as
the behavior of the nodes. The nodes can only communicate
with neighboring nodes, so the neighboring nodes of a node
constitute the action set. Some of the notations and their
definitions used in this article are listed in Table I.

A. Threat Model

To ensure communication security in UAVs, following
potential threats are modeled.

1) Eavesdropping Threat: This threat involves attackers
monitoring and intercepting communication content dur-
ing the transmission process of the unmanned aircraft
system. Attackers can employ various techniques, such
as wireless signal interception or network monitoring,
to steal sensitive information being transmitted, such as
location data, instructions, or other critical data.

2) Data Tampering Threat: This threat involves attackers
maliciously altering data during the transmission process
of the unmanned aircraft communication. Attackers may
modify transmitted instructions, sensor data, or other
crucial information to deceive the unmanned aircraft
system or disrupt its normal operation.

3) Replay Threat: This threat involves attackers capturing
and recording encrypted data from unmanned aircraft
communication and later replaying that data. This can
result in the unmanned aircraft system receiving dupli-
cate instructions or data, leading to errors or security
vulnerabilities.

Authorized licensed use limited to: Fujian Normal University. Downloaded on June 11,2024 at 07:14:08 UTC from IEEE Xplore.  Restrictions apply. 



21014 IEEE INTERNET OF THINGS JOURNAL, VOL. 11, NO. 12, 15 JUNE 2024

Fig. 2. RL system model.

4) Man-in-the-Middle Threat: This threat involves attackers
inserting themselves as intermediaries in the commu-
nication path of the unmanned aircraft. They intercept,
modify, or deceive the communication content. Attackers
can carry out such attacks on the communication link
between the unmanned aircraft and the ground control
station or other intermediate points.

B. Reinforcement Learning

RL is a process in which an agent continually interacts with
its environment to improve its decision making and actions.
Initially, the agent perceives the current environmental state
and then takes a specific action based on the current state,
thus altering the current environment and transitioning to the
next environmental state. The agent receives a reward from
the current environment, as shown in Fig. 2.

In the process of an agent selecting actions, each step’s
action is determined based on the previous actions. Assuming
the probability of taking a certain action in the decision-
making process is P which is described as

P
[
St+1|St

] = P
[
St+1|St, St−1, . . .

]
. (1)

The equation above primarily signifies that each step’s decision
action is determined by the preceding actions.

When devising strategies in the current environment, the
uncertainty of the environment and the long-term objectives
should be considered. Therefore, we construct a value function
to evaluate the rewards obtained when implementing a strategy.
Since each step taken by the agent offers various strategy
choices, the reward value function returned at each iteration
is distinct. Therefore, we represent the expected returns of
adopting a particular strategy in the current state using the
following equation:

Vπ (s) = Eπ

[+∞∑

k=0

γ kRt+k+1|St = s

]

(2)

where, γ represents the discount factor. It means that the
farther away from the current state, the lower the expected
reward.

For strategy π , the value function of the system at time t
in state st is represented as

Vπ (st) = Rt + γ
∑

st+1∈S

P(st+1|st, at)Vπ (st+1). (3)

The objective is to find a strategy that maximizes the rewards
obtained by the agent, that is

V∗
π (st) = max

⎧
⎨

⎩
Rt + γ

∑

st+1∈S

P(st+1|st, at)Vπ (st+1)

⎫
⎬

⎭
. (4)

C. Position Confusion

In the UAV system, UAVs use other UAVs as intermediate
nodes to transmit information to these intermediaries, who
then forward the information to the operator. representative
of a specific drone. The information sent by UAVs includes
sensitive details like their current location and identity. As
UAVs continuously move, they periodically provide feedback
to the operator, resulting in their positions being continually
revealed to other UAVs. If malicious nodes are present among
the forwarding nodes, they can obtain the flight trajectories and
the locations of UAVs, leading the leakage of drone location
privacy.

To address the issue of location privacy leakage in UAV
systems, we employ a location obfuscation-based method.
UAVs utilize GPS which is a global positioning system
to determine their location coordinates, then broadcast the
request to nearby UAVs, collecting responses and recording
the location information of surrounding UAVs. UAVs combine
the data they intend to send with the location information to
form multiple data packets, each containing a set of location
coordinates. Consequently, when the next hop node receives
these data packets, it cannot ascertain the true sender of the
information

D. Message Encryption and Authentication

When forwarding messages, ensuring the confidentiality
of transmitted data is crucial, as interception by malicious
nodes may expose the message to adversaries. We employ
an encryption mechanism to safeguard the integrity and
trustworthiness of data transmission. Initially, we encrypt a
message using the source node’s public key, ensuring that
even if intercepted, malicious nodes cannot access the intended
content. Subsequently, the message is authenticated using
the UAV’s private key. For example, as the information is
transmitted from UAV FA to UAV FB. FA encrypts the
messages which are included different UAV’s location by his
private key, and then FB decrypts them by using FA’s public
key. It is worth noting that any UAVs can decrypt the messages
using FA’s public key. However, in the event of interception
by a malicious UAV, the inability to re-encrypt the message
without FA’s private key ensures that legitimate UAVs cannot
decrypt the information. So, if FB can decrypts the message
by FA’s public key successfully, it will transmit the message to
the next UAV. And if FB decrypts the message by FA’s public
key unsuccessfully, FB will discard the message. This process
guarantees the trustworthiness of the information (see Fig. 3).

IV. PROPOSED SCHEME

A. RL for Optimal Path Selection

When the data arrives a node Fi at time ti, the node Fi

will periodically broadcast request to its neighboring nodes
and receive feedback from neighboring nodes at time t′i
within the communication range. The node Fi will select
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Fig. 3. Message encryption and authentication: FA transmitted data to UAV
FB. FA encrypts the messages which are included different UAV’s location by
his private key, and then FB decrypts them by using FA’s public key. And if
FB decrypts the message by FA’s public key unsuccessfully, FB will discard
the message.

next forwarded node based on four key factors: 1) sensitivity;
2) stability; 3) sustainability; and 4) distance between node Fi

and destination node. The node Fi uses the above four factors
to calculate the reward for each neighbor node, and then selects
the node with the greatest reward as the next hop node. We will
quantify these four factors through mathematical expressions
and use them to calculate the reward.

1) Sensitivity: Due to the long-distance nature of tasks
typically performed by UAVs and the need for timely feed-
back as tasks unfold, messages are rarely directly relayed to
the source node. Instead, they often pass through multiple
intermediate nodes, which increase the message delivery time.
To expedite the delivery of messages to the source node,
it is essential to convey information to intermediate nodes
with strong signal strength and rapid forwarding capabilities.
Therefore, we define a sensitivity factor SFR(ti) to quantify the
influence of neighbor nodes on node Fi at time ti as follows:

SFR(ti) = e
1− t′i−ti

ti . (5)

2) Stability: Due to the continuous mobility of UAVs, the
connections between nodes are highly unstable, which results
in a constantly changing state of the UAV network topology.
If the contact time between nodes is too short, it can lead to
the connection failures, causing information forwarding to be
unsuccessful. Therefore, we have defined the stability factor
STR(ti) to quantify the stability of the connection between the
node Fi and its neighbor Fj. Assume that the coordinates of
the node Fi are (xi, yi, zi) and the coordinates of the node Fj

are (xj, yj, zj). According to the distance coordinate formula,
the actual distance Dti(Fi, Fj) between two nodes Fi and Fj at
time t is calculated by

Dti

(
Fi, Fj

) =
√(

xi − xj
)2 + (

yi − yj
)2 + (

zi − zj
)2

. (6)

We also assume that the communication range of a node
is RA. If the relative distance between two nodes Fi and Fj

changes very little during the time period, it indicates that there
is a relatively stable connection between them. The relative
positional distance between two UAVs Fi and Fj during the
time period ti ∼ t′i, denoted as RPD(ti), is described as

RPD(ti) =
{

e
−|Dti(Fi,Fj)−Dt′i(Fi,Fj)|

, Dti

(
Fi, Fj

) ≤ RA

0, otherwise.
(7)

To reduce errors, we record m measurements between time
windows ti and t′i, denoted as t1i , t2i ,. . . , tmi , and calculate their
average to define the stability factor STR(ti) as follows:

STR(ti) = 1

m

m∑

j=1

RPD
(

tji

)
. (8)

3) Sustainability: When a node has a large number of
neighbors, it has a higher probability of selecting different
neighbors for message forwarding, leading to a better chance
of creating sustainable paths. As time progresses, the position
of a node changes which leads to variations in the number
of neighboring nodes. Therefore, relying on the number of
neighboring nodes at a single time instant can result in
significant errors. Let NE(ti) be the node degree at time
ti. Similar to the stability factor, to reduce errors, we take
we record m measurements between time windows ti and t′i,
denoted as t1i , t2i ,. . . , tmi , and calculate their average to define
the sustainability factor COF(ti) as follows:

COF(ti) = 1

m

m∑

j=1

⎛

⎝1 − 1

log2

(
NE

(
tji

)
+ 1

)

⎞

⎠. (9)

4) Distance From Destination Node: In addition to the
aforementioned three factors, we need to account for the
direction of the information transmission, in order to find the
optimal relay node in the direction of the destination node.
Therefore, we introduce a distance factor, DDN(ti), to quantify
the direction of information transmission. After receiving
responses, UAVs calculate distance Dti(Fi, Fd) between their
current location coordinates (xi, yi, zi) and the coordinates of
the destination node (xd, yd, zd). The distance Dti(Fi, Fd) =√

(xi − xd)2 + (yi − yd)2 + (zi − zd)2. The distance factor can
be described as follows:

DDNti(Fi, Fd) = e
1

1+Dti (Fi,Fd) . (10)

5) Update Q-Value: We use R(ti) to represent the reward
obtained at time ti, and the calculation formula for R(ti) can
be expressed as follows:

R(ti) = SFR(ti) × STR(ti) × COF(ti) × DDN(ti). (11)

We can conclude the formula of Q-value as follows:

Q
(
sti+1, ati+1

) = (1 − α)Q
(
sti , ati

)

+α
[
R(ti) + γ × max Q

(
sti, ati

)]
. (12)

From the above equation, it is evident that when the
connections between nodes are more stable, their responses
are more sensitive, sustainability is stronger, distance from
destination node is closer, the immediate reward R(ti) and
Q-value are higher. Each node operates according to its current
action with the maximum Q-value.

In order to better explain the selection process of the
next forward node, we will take our experimental data as an
example to illustrate the solution. In our experiment, there are
100 UAVs. The model assumes that when data is transmitted
to the destination node, all UAVs make the maximum effort
to participate in the information transfer. According to the
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principles of RL, the maximum reward is obtained when the
task is completed. That is, when the data is transferred to
the destination node, the reward obtained at this moment is
the greatest. Let Rmax be the maximum reward. When the
data reaches the destination node, the UAV ceases further
broadcasting, thus we can obtain that ti = t′i. By (5), we have

SFR(ti) = e
1− t′i−ti

ti = e
1− 0

ti = e1−0 = e. (13)

Second, the relative position information of the UAV is not
recorded when the data reaches the destination node. Hence,
we can obtain that Dti(Fi, Fd) = Dt′i(Fi, Fd). According to (7),
we have

RPD(ti) = e
−|Dti (Fi,Fd)−Dt′i (Fi,Fd)| = e−|0| = 1. (14)

Therefore, combining with (7) and (8), we have

STR(ti) = 1

m

m∑

j=1

RPD
(

tji

)
= 1

m

m∑

j=1

1 = 1. (15)

Third, according to model assumption, the maximum degree
of the destination node is 100 at time tji, i.e., NE(tji) = 100.
According to (9), we have

COF(ti) = 1

m

m∑

j=1

⎛

⎝1 − 1

log2

(
NE

(
tji

)
+ 1

)

⎞

⎠

= 1

m

m∑

j=1

(
1 − 1

log2(100 + 1)

)

≈ 0.85. (16)

Fourth, when the data reaches the destination node at time
ti, the distance between the current location and destination
location at time ti is 0, i.e.,

Dti(Fi, Fd) =
√

(xi − xd)
2 + (yi − yd)

2 + (zi − zd)
2 = 0.(17)

By (10), we have

DDN(ti) = e
1

1+Dti (Fi,Fd) = e
1

1+0 = e. (18)

According to (11), we can obtain that the reward of the arrival
destination node at time ti as follows:

R(ti) = SFR(ti) × STR(ti) × COF(ti) × DDN(ti)

= e × 1 × 0.85 × e

≈ 6. (19)

Therefore, when data is transmitted to the destination node,
the reward at this point is maximal Rmax = 6. Otherwise, it
means that the information has not been transmitted to the
destination node.

The network nodes in the network constitute a set of envi-
ronmental states. Each node employs message broadcasting
and response reception for sampling. Given that both states
and actions are discrete, and the reward function has an upper
bound, our algorithm can converge within a finite time frame.
Consequently, our RL approach is effective. The next sec-
tion presents our proposed reinforcement learning algorithm
to find the optimal path is as follows (see Algorithm 1).

Algorithm 1 Optimal Route Selection
Input:

State set S = {st1 , st2 , . . . , stn } which is the location of the UAVs;
action set A = {at1 , at2 , . . . , atn } which is the next UAV that the
data packet is transmitted.

Output:
The optimal route.

1: for each episode do
2: for each step of episode do
3: Fi chooses at from A derived from Q-value;
4: Fi broadcasts the message, records the current time as ti;
5: Fi broadcasts message during from ti to t′i;
6: Fi receives responses and records each time as t′i;
7: for j from i + 1 to n do

8: Fi computes SFR(ti) = e
1− t′i−ti

ti ;
9: Fi computes STR(ti) = 1

m
∑m

j=1 RPD(tji);

10: Fi computes COF(ti) = 1
m

∑m
j=1

(
1 − 1

log2(NE(tji)+1)

)
;

11: Fi computes DDN(ti) = e
1

D(ti) ;
12: Fi computes R(ti) = SFR(ti) × STR(ti) × COF(ti) ×

DDN(ti);
13: Fi update Q-value Q(sti+1 , ati+1 = (1 − α)Q(sti , ati) +

α
[
R(ti) + γ × maxQ(sti , ati)

]
;

14: Fi selects next forwarded UAV which the Q-value is the
maximum;

15: end for
16: end for
17: end for
18: return The optimal route.

B. Position Confusion and Message Encrypt

When UAVs are providing feedback to the operator during
task execution, they require the assistance of intermediate
UAVs as relay nodes to facilitate information transmission.
The UAV sends data packets to the next UAV, and the
format of the data packet Res can be described as Res :=
{Loc, T, {ID, {m}PKd }SKi}. Loc represents the geographical
location, T denotes the feedback time. {m}PKd represents the
message m which is encrypted with the destination’s public
key PKd, while {ID, {m}PKd }SKi is encrypted with the ith
UAV’s private key SKi. The benefit of this approach is to
provide identity authentication for the feedback messages,
preventing adversaries from accessing the current data packets
and impersonating an identity to feed incorrect information to
the operator.

The UAVs broadcast messages to their surroundings,
receiving responses from neighboring UAVs and obtaining
their location information. At the same time, the location
information of the UAVs are recorded as loc1, loc2, locn, . . .

The location information are used to form a series of
data packets, denoted as Res1 : {loc1, T, {ID, {m}PKd }SKi},
Res2 : {loc2, T, {ID, {m}PKd }SKi}, and so on. The UAVs sub-
sequently relay these data packets to the base station. It is
important to note that PKd and SKi are counterfeit keys,
and therefore, the packets containing PKi and SKi cannot be
tampered by malicious UAVs. Because the private key of a
UAV is kept exclusively by itself and not publicly disclosed,
other UAVs can use the UAV’s public key for decryption.
However, since the core information to be transmitted is
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Algorithm 2 Position Confusion and Message Authentication
1: UAV FA broadcasts message to the surrounding area;
2: Surrounding UAVs response message;
3: UAV FA records the position coordinates of the surrounding

UAVs, such as loc1, loc2, loc3, . . ., locn;
4: for i from 1 to n do
5: FA calculates the DtA(FA, Fi);
6: if DtA(FA, Fi) > Rmin then
7: A deletes loci;
8: else
9: FA generates request stamp Resi =

{Loc, T, {ID, {m}PKd }SKA};
10: end if
11: end for
12: FA sends Res to next UAV by Q-value;
13: for each UAV do
14: Fi use Fi−1’s public key to decrypt the data packet.
15: if Fi decrypt unsuccessfully then
16: Fi discards the packet
17: end if
18: end for
19: for Each Res do
20: if Destination node uses SKd and the advanced’s private key

to decrypt the Res successfully then
21: Destination node receives the m successfully;
22: else
23: Destination node discards the Res;
24: end if
25: end for

encrypted, malicious UAVs cannot view the content of the
information. For example, when FA selects the next UAV based
on the Q-value, if the data packet is intercepted by a malicious
node during transmission and decrypted using FA’s public
key, it cannot decrypt the core information because it does
not know the private key of a destination node. Additionally,
without FA’s private key, it is impossible to re-encrypt after
decryption. When the next UAV receives the decrypted data
packet and finds that it cannot be decrypted using FA’s public
key, it discards the packet. Therefore, the message cannot
be forged by other malicious nodes, and only data packets
that can be decrypted successfully are allowed to remain.
This approach not only ensures that the location of UAVs is
not revealed but also guarantees protection against receiving
forged feedback, thereby enhancing the credibility of the data.
Meanwhile, when a UAV uses the location information of
nearby UAVs, it should satisfy the condition that both UAVs
are within each other’s communication range, denoted as
D(FA, FB) ≤ Rmin, where D(FA, FB) refers to the distance
between UAVs FA and FB, Rmin refers to the minimum
communication radius between FA and FB. Algorithm 2 is the
pseudocode for position fuzzy scheme.

V. SECURITY ANALYSIS

We analyze the effectiveness of the location privacy by
considering the size of the anonymous set and traceability. The
anonymity set represent the uncertainty between the UAV’s
real location and other possibility locations. Traceable rate
indicates the possibility that the attacker can track the UAV.
The detailed descriptions are listed as below.

A. Anonymity Set Size

An anonymity set in an anonymous system refers to a group
of users at a specific time point who share similar characteris-
tics or attributes with a particular user. The anonymity set plays
a crucial role in protecting user privacy, enhancing anonymity,
strengthening security, and countering statistical analysis in
anonymous systems. We use locA to represent the real route
of UAV FA when it send the message. The anonymity set of
FA denoted by ASA is the set of all possible location Loc′

A that
can be confused with locA. The size of UAV FA’s anonymous
set |ASA| is the number of elements in the set. Assuming that
p(locA, locB) indicates the probability of the attacker regards
locB as the real route of UAV FA, then the anonymity set can
be expressed as follows:

ASA = {SLB | p(locA, locB) 
= 0}. (20)

Since UAVs record the location information of surrounding
UAVs when broadcasting messages, leading to the transmis-
sion of false data packets to the next node. Let us assume that
at time t0, a total of Nt0 surrounding UAV location information
has been recorded. The information of the location will result
in Nt0 false messages being sent to the next UAV, and at this
point, the anonymous set size is Nt0 +1. When the UAV arrives
at the next location at time t1, it will once again broadcast
to determine the number of surrounding UAVs at the current
time, denoted as Nt1 . Thus, the UAV’s anonymous set at this
time becomes Nt0 + Nt1 + 1. This process continues until the
UAV finish the task. Assuming it has to pass through η location
in total, we can derive the expected size of the anonymous set
ASAE as

ASAE = 1

η

η∑

i=0

Nti . (21)

B. Entropy of Anonymity Set

Entropy represents the degree of uncertainty in the relation-
ship between the real location of the UAV FA and all other
possible location. Entropy is often used as a precise measure
of location privacy in UAV

HA = −
∑

locB∈ASAE

p(locA, locB) × log2(A, B). (22)

When the entropy is high, the confused degree of the UAV’s
location in the anonymity set get larger and the location
privacy of the UAV is more secure.

C. Traceable Rate

When a UAV sends data packets to next UAV at time t0,
the probability that the base station can correctly identify
the true location is (1)/(Nt0 + 1). At time t1, when the
UAV arrives at the next location, the probability that this
base station can correctly identify the true location becomes
(1)/(Nt0 + Nt1 + 1). We assume that the anonymity set of time
t is ASt

A. Therefore, the overall traceability rate Ptsr for the
entire path is denoted as follows:

Ptsr =
∏

i=0

1

ASti
A

. (23)
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Fig. 4. Trend of reward value over episodes.

D. Delivery Rate

Delivery rate refers to the probability of successfully deliv-
ering a message to the destination node. We conducted a
transmission of 1000 messages using UAVs and observed the
number of messages that arrived at different cutoff times.
Assuming that n messages reached the destination node, the
delivery rate Pdelivery is calculated as

Pdelivery = n

1000
. (24)

VI. SIMULATION

We use Network Simulator-2 to simulate our system. We
configure a rectangular area with dimensions of 5 km × 5 km,
within which obstacles are randomly placed. The number of
UAVs is 100. The obstacles are distributed randomly with
areas ranging from 10 to 1000 m2. We set the speed range
of the UAVs to be between 10 and 15 m/s. In terms of
simulating data transfer rate and latency, each simulation
experiment has a duration of 250 s and involves transmitting
1000 pieces of information. When UAVs send request stamps
to the destination node, the UAVs generate false coordinate
information before sending a request. We assume a time
interval of 3 s between sending requests. In terms of data
transfer rate and latency, we compare our scheme against three
other schemes: 1) PBOR; 2) GPSR; and 3) AODV [9]. In the
context of path anonymity, we compare our scheme with MOP
and EPPS [17].

A. RL Training Effect

We conducted a total of 900 training rounds, during which
we recorded data every ten rounds. Figs. 4 and 5 depict
the training outcomes. It is evident that when the training
reached 500 rounds, the nodes identified the optimal pathway
for information transmission, at which point the reward was
maximized. We also simulated the random selection approach
and the local optimal strategy, and the rewards for both the
random selection and local optimal strategies were lower than
those for the RL approach. Further details are available in
Table II.

Fig. 5. Trend of steps to goal over episodes.

Fig. 6. Comparison of delivery rate under the different numbers of nodes.

TABLE III
COMPARISON OF DELIVERY RATE UNDER THE

DIFFERENT NUMBERS OF NODES

B. Packet Delivery Ratio and Delay

Fig. 6 and Table III show that as the number of nodes
increases, the data transmission rate also increases. This is
because with more nodes, there are more choices when
selecting the next-hop node, increasing the probability of
selecting more responsive and stable nodes. When the number
of nodes reaches 250, the data packet transmission rates for
the PBQR, GPSR, and AODV schemes are 74%, 59%, and
62%, respectively. In contrast, RLPC-SIT achieves a data
transmission rate of 100%.

Fig. 7 and Table IV illustrate the relationship between
packet delivery rate and time. We configured the nodes to be
200 in number. It can be observed that the packet delivery
success rates for each approach increase as time progresses.
When the time reaches 250 ms, GPSR, PBQR, and AODV
achieve data transmission success rates of 21%, 45%, and
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TABLE II
COMPARISON OF REWARD FOR THREE SCHEMES

Fig. 7. Comparison of delivery rate under the different times.

TABLE IV
COMPARISON OF DELIVERY RATE UNDER THE DIFFERENT TIMES

25%, respectively. In contrast, our approach attains a success
rate of 98%.

Fig. 8 illustrates that our proposed scheme outperforms
PBQR, GPSR, and AODV in terms of end-to-end latency.
The improved performance is attributed to the comprehensive
consideration of the destination node’s location, the quality of
neighboring nodes, and the use of RL methods to avoid getting
trapped in local optima during node selection. Consequently,
the latency is significantly reduced compared to the other three
schemes. From the experimental results, it can be observed
that as the number of nodes increases, there are more choices
available when nodes select their next-hop nodes, which
requires additional computation time. And the increase in the
number of hops from the source to the destination node also
leads to an increase in latency For instance, with 100 nodes,
the latency for PBQR, GPSR, and AODV schemes is 40, 50,
and 100 ms, respectively, while our scheme achieves a latency
of 30 ms.

Fig. 8. Comparison of delivery delay under the different numbers of nodes.

Fig. 9. Trend of traceable rate under the different times.

C. Traceable Rate and Entropy

Fig. 9 shows the relationship between traceable rate and
time. It can be observed that as time progresses, the traceability
decreases. This is because, with the passage of time, UAVs
send virtual locations to different base stations, significantly
expanding the anonymity set of UAVs, which, in turn, leads to
a decrease in UAV traceability. From the experimental results,
it is evident that at the 5-min mark, the traceability for the
MOP scheme is 0.1, for the EPPS scheme is 0.02, and for our
scheme is 0.01. Although our scheme and the EPPS scheme
exhibit similar performance after 5 min, it is worth noting
that from the outset, our scheme’s anonymity level is lower
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Fig. 10. Trend of entropy under the different times.

than that of the EPPS scheme, which gives our scheme a
competitive advantage.

Fig. 10 illustrates the entropy of the anonymity sets for three
strategies. Initially, the entropy is zero because the anonymity
set size is one, indicating that the UAVs do not broadcast any
information. At the 5-min mark, the entropy of the anonymity
set for RLPC-SIT is 8 bits, while for MOP and EPPS, the
anonymity set sizes are 3 and 6 bits, respectively. Clearly, the
effectiveness of our proposed approach surpasses that of the
other two methods.

VII. CONCLUSION

This article presented a dedicated solution for ensuring
the security of UAV information transmission. Building upon
the use of RL to identify the optimal information transmis-
sion routes, we employed location obfuscation techniques
to safeguard the privacy of the transmitting UAV’s loca-
tion. To enhance the integrity and confidentiality of the
transmitted information, we encrypted the data, preventing
malicious nodes from accessing the content of the transmitted
information and forging it. Theoretical and simulation results
demonstrated that our solution offers superior security com-
pared to other approaches. In future work, we will further
investigate the application of more complex encryption tech-
nologies in large-scale drone networks.
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